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Summary of the Study: The War of Spies -
How China's Intelligence Services

Are Infiltrating Taiwan

The Conceptual Framework

Taiwan as a Laboratory for Cognitive
Warfare. The study posits that Taiwan is
far more than just a territorial target for
the People’s Republic of China (PRC); it
serves as a global testing ground for a
new form of conflict known as “cognitive
warfare.” Unlike traditional espionage,
this strategy aims to manipulate the con-
sciousness, perceptions, and ultimately
the decision-making behavior of Taiwan-
ese society as a whole. In doing so, the
PRC combines traditional intelligence
methods with modern psychological op-
erations to destabilize Taiwan from within
without firing a single shot. This “compre-
hensive operation” exploits the openness
of Taiwanese democracy as a gateway

to sow distrust in state institutions and
undermine social cohesion.

The Architecture of Infiltration: The
Legacy of the United Front

A central element of the Chinese strategy is
the so-called United Front work. Historical-
ly rooted in the struggle against the KMT,
this instrument has, according to analysts,
evolved into a highly efficient power ma-
chine under Xi Jinping (Z11-F). The Unit-
ed Front does not operate in secret like a
classic intelligence service, but rather uti-
lizes organizations, business associations,

and cultural societies that operate openly
or semi-openly. Its goal is the “instru-
mentalization of friendship”: by co-opting
elites from politics, business, and religion,
a network is created that carries Beijing's
interests into the heart of Taiwanese soci-
ety. The line between legitimate political
influence and illegal covert operations is
becoming increasingly blurred.

The Intelligence Octopus: MSS
and the New Role of the PLA

The operational burden of infiltration rests
on several pillars. The Ministry of State
Security (MSS) serves as the primary
actor for civilian foreign intelligence and
the recruitment of informants within the
Taiwanese administration. This is support-
ed by the Ministry of Public Security (MPS),
which monitors the diaspora and social
movements.

The recent restructuring of the People’s
Liberation Army (PLA) represents a radi-
cal turning point. With the dissolution of
the Strategic Support Force (SSF) and the
creation of the Information Support Force
(ISF) in April 2024, Beijing has centralized
its capabilities in the areas of cyber espio-
nage and SIGINT (electronic intelligence).
These new units specialize in infiltrating
Taiwan'’s technological infrastructure and
securing information dominance in the
event of a conflict.
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Methods of Subversion: Bribery,
Blackmail, and Disinformation

The study identifies a wide range of infil-
tration methods. “Economic dependence
as a weapon” has proven particularly ef-
fective. Through the so-called Taishang—
Taiwanese businesspeople with massive
investments on the mainland, Beijing
exerts direct political pressure on Taipei.
In the military sphere, the analysis reveals
an alarming number of espionage cases
in which active and former officers of the
Taiwanese armed forces were recruited
for information on U.S. weapons systems
or defense plans. Often, the initial con-
tact begins innocently via social networks
such as Telegram or LinkedIn and leads to
long-term espionage relationships through
targeted bribery or the exploitation of per-
sonal vulnerabilities.

Cyberspace and the Cognitive
Firewall

In the digital realm, China is waging

a constant war of attrition. Every day,
Taiwan is exposed to millions of cyber-
attacks carried out by state-sponsored
hacking groups (APTs, Advanced Per-
sistent Threat). These operations serve
not only to steal data but also to prepare
disinformation campaigns. Artificial in-
telligence is increasingly being used to
produce deceptively realistic deepfakes
designed to exacerbate political tensions.
The study highlights that Taiwan'’s tech-
nological superiority in the semiconduc-
tor industry simultaneously represents

an enormous vulnerability, as industrial
espionage aims to undermine the coun-
try’s economic foundation.

The Defensible Republic:
Taiwan's Response to the Threat

Taiwan has responded to these existential
challenges by strengthening its securi-

ty architecture. The Anti-Infiltration Act
and the reform of national security laws
form the legal framework for punishing
covert influence by “hostile external forc-
es.” However, the study emphasizes that
purely state-led measures are insufficient.
The true line of defense lies in societal
resilience. Initiatives to strengthen me-
dia literacy and cooperation between

the government and civil society (e.g.,
through fact-checking organizations) are
central to maintaining the cognitive fire-
wall against Chinese disinformation.

Conclusion and Global Implications

The study concludes that the infiltration
of Taiwan is not a local problem, but a
global warning sign. The methods Beijing
is perfecting in Taiwan—the combination
of high-tech espionage, economic black-
mail, and psychological manipulation—are
already being used worldwide against
Western democracies. Europe and the
U.S. must view Taiwan not only as a part-
ner in chip production but as a leading
expert in countering hybrid threats. The
fate of Taiwanese democracy will depend
on whether it succeeds in neutralizing

the “fifth column” within its borders while
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simultaneously intensifying international
intelligence cooperation. Taiwan is the
canary in the coal mine of global freedom;
its silence would be a harbinger of a far
greater catastrophe.

Key Insights at a Glance

* The Hybrid Mix: China no longer dis-
tinguishes between peace and war,
but operates in a permanent gray zone
where information is the most import-
ant weapon.

« Mass of Personnel: The sheer num-
ber of actors involved (MSS, MPS, ISF,
United Front) overwhelms traditional
defense mechanisms with a flood of
simultaneous operations.

Legal Aggression: The PRC has eleva-
ted espionage to a civic duty through
“national security” laws, making any
contact with the mainland a potential
security risk for Taiwanese citizens.

International Alliance: Without an
institutionalized exchange of intelligen-
ce between Taiwan and the West, the
defense remains incomplete.

Civil Defense: Taiwan's future hinges
on its ability to identify internal ene-
mies and strengthen national resilien-
ce. Only a strong democracy, prepared
to fight its enemies with the necessary
resolve, can succeed. Taiwan is the
bulwark of freedom in Asia—if this
bulwark falls, freedom worldwide will
be at stake.
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Research Approach

This study examines the PRC’s system-
atic preparations for a potential conflict
with Taiwan and, beyond that, with West-
ern democracies. To this end, it analyzes
how Chinese security and intelligence
services influence, infiltrate, and destabi-
lize Taiwan's strategic, psychological, and
social landscape. The central question

is how classic intelligence operations,
united front work, cognitive warfare, and
hybrid influence strategies combine to
form a comprehensive “overall operation”
by China that goes far beyond traditional
espionage activities.

The analysis is based on a combination
of academic literature, primary sources,
reports from Taiwanese security agen-
cies, international think tank studies, and
background discussions with experts

from intelligence services and govern-
ment institutions of the Republic of China
(ROC) in Taiwan. The goal is to develop
an integrated understanding of the threat
landscape and to offer concrete recom-
mendations for action to both Taiwan and
Western actors.

The central thesis is that Taiwan serves
as the “laboratory” for Chinese influence
operations in the 21st century. The meth-
ods Beijing is testing in Taiwan serve as a
model for global application against dem-
ocratic states, particularly in Europe and
the United States. Taiwan is thus not only
a stage but also a testing ground for a new
form of political-strategic confrontation,
the primary goal of which is not military
conquest but the psychological paralysis
of the adversary.
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Chapter 1 - Introduction:
Why Focus on Chinese Espionage?
China’s Strategy Toward Taiwan in Light of

Geopolitical and Psychological Paradoxes

| am a journalist and have spent much of
my adult life in East and Southeast Asia.
After studying Chinese in Taiwan, | lived in
Beijing for eight years as bureau chief of
the German news magazine DER SPIEGEL
(1990-98). Subsequently, with a brief
interruption in Vienna, | reported intensive-
ly for a good two decades on terrorism,
Islamism, and the work of Asian security
services from Singapore (1998-2024)."

In the People’s Republic of China in par-
ticular, surveillance, obstruction, and
threats—even active intimidation by secret
and security services—are part of everyday
life, especially for media representatives,
but also for all foreigners in the country.?

That this is not a new phenomenon is illus-
trated by the following incident from the
early 1990s, which | experienced firsthand.
It should be noted that this case study is
not unique; rather, many colleagues who
reported from China at the time have simi-
lar stories to tell: 3

| had just settled into my correspondent
post in Beijing when | set off with my fam-
ily for a vacation at the home of a Swiss
diplomat. The residence was located at
the end of a secluded side valley near the
Alpine village of Engelberg. On the first

morning of our vacation, we were sitting
on the balcony having breakfast when a
limousine with a license plate from the
Chinese Embassy in Bern pulled up in front
of the property. Immediately afterward,
four men wearing sunglasses got out,
spoke to each other in a northern Chinese
dialect, and took conspicuously obvious
photos of me and the entire family. After
about ten minutes, they got back into the
car and drove away. A call to the security
officer at the German Embassy in Beijing
to inquire about the possible meaning

of such an action yielded the following
response: “That was intended as an in-
timidation tactic by the Chinese security
services. It's meant to make it clear that
we always know where you are and what
you're doing.”

Similar incidents recurred throughout the
entire duration of my work in China. Until
that day in November 1998, when eight
intelligence agents stormed my office in
the Qijiayuan complex in Beijing’s diplomat-
ic quarter, searched the rooms for alleged
“secret government documents,” and | was
officially expelled from the country two
days later.*

Taiwan'’s intelligence services are high-
ly valued in the West for their specific
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knowledge of China. It is no coincidence
that the foreign intelligence service of
the Federal Republic of Germany (Bun-
desnachrichtendienst, BND) has main-
tained close cooperation since the early
1960s with the National Security Bureau
(NSB, % %4 J5)) in Taipei, the country’s
central intelligence agency.® As early as
1961, the first high-ranking BND dele-
gation traveled to Taiwan and agreed to
comprehensive cooperation.® In return,
Taiwan maintained an intelligence mis-
sion in Pullach. This cooperation was
never significantly impaired, despite the
Federal Republic of Germany establish-
ing diplomatic relations with the People’s
Republic of China and simultaneously
severing ties with the Republic of China
on Taiwan (ROC) on October 11, 1972. On
the contrary, the BND office in Taipei saw
its staff increased last year. And when
representatives of Taiwanese intelligence
services are in Germany, they are trans-
ported across the country in a private jet.’

Nevertheless, as society became more
democratic, Taiwan’s security services
appeared to have long neglected—and
perhaps even downplayed for political
reasons—the threat posed by espionage
and cognitive warfare in all its forms ema-
nating from mainland China. For instance,
Taiwanese agents are said to have been
withdrawn from China during President Ma
Ying-jeou’s term in office (2008-2016).

And the Ministry of Justice Investigation
Bureau (MJIB, 745554 7 &), the Taiwan-
ese counterpart to the American FBI, which
is responsible for counterintelligence,

did not decide until January 2024 to ad-
dress this pressing issue more intensively
through a combined special unit. With the
establishment of the Cognitive Warfare
Research Center (275 &5 25 ey sl M AT
53 Huly, MJIB Cognitive Warfare Research
Center), the agency decided to expand its
structures by merging various departments
tasked with these responsibilities into a
powerful unit.®

This article was written as part of the Tai-
wan Fellowship program of the Taiwanese
Ministry of Foreign Affairs. Although the
topic was chosen by the author himself
and, needless to say, there was not the
slightest influence on the research find-
ings from Taiwanese government agen-
cies, the project is a sensitive one. This

is because the present research project
could not have succeeded without con-
tacts and cooperation with security and
intelligence agencies as well as represent-
atives of foreign governments in Taiwan.

But intelligence agencies are, after all,

not public services. Such “cooperation”
requires trust. Interlocutors must not be
named. Certain sources cannot be fully
disclosed without harming informants or
revealing classified information to their ad-
versaries. In some chapters of this study,
the author therefore deemed it appropriate
and indeed necessary to depart from the
citation practices customary in academia.
Instead, the author has adopted the prac-
tice common in journalism of simply labe-
ling certain informants and information as
“background discussions.”
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The aim of this work was to classify Tai-
wan’s current threat situation not only in
military terms but as a multidimensional
network of psychological, legal, and strate-
gic warfare. Particular attention, however,
is to be paid here to China’s espionage,
primarily against Taiwan but also against
the rest of the world.

Just how accute the infiltration of Taiwan
by the PRC’s security agencies really is is
illustrated by a personal experience that
befell the author of this study at the begin-
ning of his research in Taiwan and serves
as an excellent case study of Chinese
infiltration.

In June 2025, one of Germany’s most re-
nowned journalists visited us, and we drove
to Alishan, a well-known tourist destination
in central Taiwan. There were four of us
when a younger woman approached me
and asked if | could take a photo of her. |
was happy to oblige, but | soon noticed her
strong northern Chinese accent. And as |
was walking away, | asked her, “But you're
not from Taiwan, are you?” Her answer:
“No, I'm from China.” That piqued my curi-
osity, because currently the government in
Beijing no longer issues exit permits for its
citizens to travel to Taiwan. So, | asked how
that could be possible given the broader
political climate. ! She said, “I live in Den-
mark.” As she immediately added, in the
very north of the country. But that is where
the strategically important waterway, the
Skagerrak, is located, through which all
shipping traffic from the Baltic Sea to the
North Sea passes. | became suspicious
and ended the conversation.

But now things really got interesting. The
woman picked up the phone I'd just used
to take her picture and spoke to someone
on the other end in a northern Chinese dia-
lect, loud enough for us to hear clearly. On
the way back to our hotel, we noticed that
she hadn't just followed us there—she'd
also sat down in the lobby, unnervingly
close to our guest and his wife. See above,
the scene from Switzerland; | had a hunch
whose orders the woman was following.

| assumed that the supposed Chinese
tourist at Alishan must also be an agent of
the Ministry of State Security (MSS) of the
People’s Republic of China.

That is why, upon my return to Taipei, |
contacted the relevant unit of the MJIB.
And there, my fears were confirmed.
Photos from street surveillance cameras,
which | was allowed to view, showed un-
equivocally how the woman had followed
us all the way into our hotel lobby. Records
from the immigration authorities show
that she had already left Taiwan the follow-
ing day. The Taiwanese security service
subsequently informed the BND resident
at the German mission and the intelligence
service in Denmark. Even the National
Security Council (BI% %4> &) discussed
the case.™

The fact that the threat posed by Chinese
agents in Taiwan is already part of every-
day life will be substantiated below. To
begin with, however, here is an overview of
how leading scholars define the debate on
cognitive warfare in all its facets and nu-
ances and draw the distinction from classi-
cal espionage as well as united front work.
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Chapter 2 — In the Eye of the Storm:
The Academic Debate on Cognitive Warfare

and Hybrid Threats

In the hybrid conflict situations with which
the Republic of China is confronted by the
People’s Republic of China, terminology
often becomes entangled in a diffuse field
of tension. To achieve a clear analytical
distinction, it is essential to define the
nuances between cognitive warfare, unit-
ed front work, and traditional intelligence
operations.

In the Taiwanese security debate, two
experts who combine academic excel-
lence with operational experience in the
security apparatus are coming into focus:
Professor Kerry Gershaneck, a longtime
Pentagon strategist whose expertise in
strategic communication and countering
subversive influences has also been explic-
itly recognized by President Lai Ching-te (
#3775y, and Professor Liu Wen-ping (%3
XR). As the former head of the research de-
partment at the Ministry of Justice Inves-
tigation Bureau (MJIB)—an agency whose
function lies somewhere between that of
the American FBI and the German Federal
Office for the Protection of the Constitution
(Bundesamt fiir Verfassungsschutz, the
federal domestic intelligence agency)—Liu
is now considered the most cited expert on
the anatomy of Chinese influence.

2.1. Cognitive Warfare: Beyond FIMI

The international community is still strug-
gling to arrive at a universally accepted

definition of cognitive warfare. Prof. Liu
Wen-ping is particularly critical of the “For-
eign Information Manipulation and Inter-
ference” (FIMI) approach, which is popular
in Europe and used by the European Exter-
nal Action Service (EEAS).

According to Liu's analysis, FIMI falls
short and is at the same time too vague,
as the term could criminalize legitimate
economic or cultural information flows. He
illustrates this using the example of Tai-
wanese oolong tea exports: By definition,
an advertising campaign for tea manipu-
lates information to influence consumer
behavior (manipulation) and shift market
shares (interference). According to strict
FIMI logic, Taiwan would thus be waging
cognitive warfare against Europe™.

Building on classical persuasion models
from communication research, Liu Wen-
ping proposes the “AAAB model” (Abroad,
Adversaries, Attack, Benefits) to concep-
tualize the mechanisms through which
information operations influence cognitive
processes and ultimately shape behavior.

“Foreign adversaries disseminate informa-
tion for political purposes to target specif-
ic groups and individuals, alter their cog-
nition, and consequently influence their
words and deeds in a way that benefits the
adversary.”?
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This approach clearly distinguishes cogni-
tive warfare from legitimate soft power or
advertising, as it focuses on the malicious
political objective and the targeted behav-
ioral change.

2.2. The United Front: Instrumen-
tality Rather Than Friendship

A common misunderstanding in Taiwan
is the reduction of United Front work to
the mantra “win over secondary enemies
to defeat the main enemy.” According

to Liu Wen-ping, this view is incomplete,
as the Chinese Communist Party (CCP,
H13t) also “co-opts allies to defeat the
main enemy.” The United Front, declared
by Mao Zedong (Ei% ) to be one of the
three “magic weapons” (%), is not a
traditional intelligence service, but rather
a political mobilization tool. Liu defines it
precisely: “The Communist Party forms

friendships with people outside the party
in order to mobilize these friends to sup-
port the party’s political goals.”™

The concept of “instrumental friendship”
is key here. These “friends” are tools for
achieving objectives. While classic espi-
onage (Spy War) aims to steal secrets,

the United Front aims to corrupt deci-
sion-making and create an internal layer of
collaborators.

2.3. Hybrid Warfare and
the Gray Zone

Hybrid warfare often defies a clear tem-
poral distinction between peace and war.
It combines conventional military threats
with non-traditional means such as psy-
chological warfare, economic coercion,
and cyberattacks.

Table 11-1 | Comparison between conventional and hybrid warfare

Conventional Warfare Hybrid Warfare

Mode :
violence.
Ti Clear separation (declaration of
ime
war).
Goal Occupation of territory, over-
throw of the government.
Example Irag War (2003).

Regular troops, invasion, overt

A mix of military, psychology,
crime, and diplomacy.

Permanent instability (no peace,
no war).

Capitulation of the enemy through
internal collapse or coercion.

Ukraine (since 2014), U.S.-Iran
conflict.

Source: Author’s own illustration based on Chen Yu-sheng and Zhong Zhang-han (2022) as well as Liu Wen-ping (2025).
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The gray zone describes the specific
space below the threshold of open military
conflict. The RAND Corporation identifies
the “salami-slicing” tactic as a central
element here: Small, hard-to-track prov-
ocations that individually do not justify
military retaliation but, taken together, shift
the status quo in Beijing's favor'. Current
examples include the cutting of undersea
cables or the disabling of Automatic Iden-
tification Systems (AIS) on ships in the
waters around Kinmen.™

2.4. The Interaction of Spheres

Prof. Liu Wen-ping's contribution lies in the
graphical representation of the relation-
ship between these concepts (see Table 7).
He posits that united front work and cog-
nitive warfare are not isolated phenomena,
but integral components of hybrid warfare
that span all phases of a conflict.

* Peace Phase: This is where the
groundwork is laid. Soft power cam-
paigns and the cultivation of “instru-
mental friends” create networks that
can be activated in an emergency.

+ Gray Zone Phase: Cognitive warfare
turns vicious. Narratives such as
“anti-Americanism” (Zt355) or the
defamation of the Taiwanese army’s

combat effectiveness are dissemina-
ted to undermine confidence in the
country’s own defense capabilities™.

« War Phase: The cognitive component
aims to completely demoralize the
civilian population and political lead-
ership in order to provoke poor deci-
sion-making.

« Post-war Phase: Here, cognitive war-
fare transforms into a “cognitive civil
war” within the occupied territory to
legitimize the new order and nip re-
sistance in the bud.

2.5. Conclusion: Synergy of
Destabilization

Kerry Gershaneck and Liu Wen-ping con-
clude that Taiwan serves as a “laborato-
ry” for this new form of conflict. The line
between espionage (the theft of data)

and the united front (the manipulation of
people) is blurring. While the “spy war” op-
erates in the shadows, the united front op-
erates in broad daylight within civil society.
Only through a clear conceptual distinc-
tion and an understanding of the mutual
reinforcement of cognitive narratives and
personal networks can Taiwan develop an
effective defense strategy."”
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Chapter 3 — The Architecture of the “Secret
Front.” The Genesis of Chinese Intelligence
Services versus the KMT and Taiwan.

The history of Chinese intelligence services
is inextricably linked to the paranoia and
boundless ruthlessness of an underground
organization. Unlike state services, which
operate under a constitution, the CCP’s ser-
vices have, since their inception, followed

a revolutionary logic in which morality is
subordinate to absolute party discipline.

3.1. The Era of the “Red Brigade”:
Zhou Enlai and the Profession-
alization of Terror

The myth of the “clean diplomat” Zhou
Enlai (/52 %K) often obscures his role as
the founder of a highly efficient terror
apparatus and the communist secret
service. After the split with the National
Kuomintang Party (KMT) in 1927, he cre-
ated the Teke (§F}). The most notorious
unit was the “Third Section,” known as
the Red Brigade (4Fx)."8

« Systematic Massacres and “Elimi-
nation of Traitors": Under Zhou's
direct leadership, the Red Brigade
operated as an execution squad. The
best-known example of the brutality
of those years is the 1931 case of Gu
Shunzhang (i /IHZ). After Gu, himself
a high-ranking intelligence officer,
defected to the KMT, Zhou Enlai per-
sonally ordered the murder of Gu's
entire family. Over 30 people, including

women, children, and uninvolved rela-
tives, were strangled in Shanghai and
buried in the garden to avoid drawing
attention with gunshots. This uncom-
promising harshness was intended to
ensure that loyalty within the “United
Front” remained unchallenged™.

* The Subversion of the KMT: The CCP’s
infiltration of the Nationalists was not
a side effect, but a complete takeover.
Agents such as Qian Zhuangfei (£t
7€) worked at the heart of the KMT’s
intelligence service and forwarded
every dispatch to Mao Zedong. Weng
Yanqing (5i1i75) former deputy direc-
tor of Taiwan’s Military Intelligence
Bureau (MIB), describes how the KMT
often operated “blind and deaf” be-
cause its own staff was infiltrated by
CCP cadres. These agents acted with
a mixture of ideological fanaticism
and cold calculation that permanently
destroyed trust within the KMT2°,

3.2. The “Magic Weapon”:
The United Front (458 47)

Mao Zedong described the United Front,
alongside the Red Army and party build-
ing, as one of his three “magic weapons.”
Its function remains essential to this day for
understanding the strategy toward Taiwan.
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« Concept of Subversion: The United
Front is not a traditional intelligence
service, but rather an apparatus for
political warfare. Its task is to “iso-
late enemies and win over friends"—
whereby “friends” are often “useful
idiots” in the Leninist sense, who
cooperate in the short term and must
be neutralized in the long term. (Re-
search sometimes refers to them as
“unwitting collaborators”)

« The Method: It uses legal structures—
business associations, academic insti-
tutions, and cultural organizations—to
sow pro-Chinese narratives. In Taiwan,
the united front aims to undermine
social cohesion by stoking divisions
and binding elites through economic
incentives (bribery) or political prom-
ises. It is this “silent infiltration” that
lays the groundwork for intelligence-
driven blackmail. '

3.3. Intelligence Agencies in Mao
Zedong's Red People’s Republic

With the founding of the People’s Republic
of China (PRC) in 1949, the systematic es-
tablishment of a state security apparatus
began. In the early years under Mao Ze-
dong, the primary focus was on securing
political power. Institutions for political
control and counterintelligence became
central instruments of the new govern-
ment.??

The Ministry of Public Security (2%37),
which was responsible for internal security
and political surveillance, played an impor-
tant role during this phase. However, the

institutional landscape of the intelligence
services remained fragmented at first. Var-
ious agencies and party organizations per-
formed functions that were, in part, similar
in the area of intelligence gathering.?®

It was not until 1983 that a fundamental
organizational restructuring took place.
With the establishment of the Ministry of
State Security (%% 4> 7), a central insti-
tution was created that brought together
several previously separate structures.
This ministry rapidly developed into the
most important civilian intelligence ser-
vice of the People’s Republic.*

3.4. Institutional Structure
and the “Xi Revolution”

Since Xi Jinping took office, this histori-
cally evolved apparatus has been radically
centralized. The National Security Com-
mission (1 LEIR %42 ), established
in 2014, now pulls all the strings:

« Ministry of State Security (MSS) (%
Z4=%1): Focuses on global espionage
and countering foreign influence. It
applies historical lessons on infiltration
to modern cyber operations.

* Ministry of Public Security (MPS) (2~
%-#R): Responsible for internal repres-
sion and the surveillance of the “five
toxic groups” (including Taiwan inde-
pendence advocates).

- Strategic Support Force (M%7 1%
X): The technological spearhead for
cyber warfare against Taiwan'’s infras-
tructure.
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3.5. The New Legal Landscape:
Espionage as a Civic Duty

Beijing has transformed decades of secre-
cy into a tightly woven legal system capa-
ble of compelling every Chinese citizen
worldwide to cooperate and engage in
espionage:

National Intelligence Service Law
(2017): Articles 7 and 14 oblige cit-
izens and companies to actively
assist in espionage. For Taiwan, this
means that any economic exchange
is a potential vector for infiltration.

Counterespionage Law (2023): A tight-

ening of the law that allows for the de-
tention of any foreigner or Taiwanese
citizen on “suspicion.” This practice is
commonly described in research and
the media as “hostage diplomacy."*

« National Security Law (2015): It as-
serts sovereignty over Taiwan and
defines any form of resistance as a
criminal act against the state.

Table IlI-1 | | Ministers of State Security since 1983.

The MSS (Ministry of State Security, 553 %4> #F) was founded in 1983 and is the People’s
Republic of China’s primary civilian fore/gn lntell/gence service.?®

First Minister; established the basic

LI VT Pk el structures of the security apparatus.
Jia Chunwang EENT 1985-1998 Long-term consolidation; later Attorney
General.
e 3 T _ Focus on international operations
AUNEE. AR IER=AY and traditional counterintelligence.
Geng Hui- kS 2007-2016 Massive expansion of the cyber and
chang technology intelligence sectors.
Close ties to Xi Jinping; pro-
Chen Wenging  BiS(H 2016-2022  motion to the Politburo of the
CCP.
Chen Yixin S sinee s | SUUE el GG @ gjee

politics and national security.
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3.6. Conclusion: The Continuity
of Violence

A clear thread runs from the stranglings
in Shanghai’s gardens under Zhou Enlai
to today’s seamless digital surveillance
under Xi Jinping: The CCP does not view
Taiwan and the parties there—especially
the KMT—as diplomatic partners, but

rather as targets of far-reaching infiltra-
tion. The brutality of the early years has
now given way to a technocratic, legally
disguised form of oppression, which
nevertheless pursues the same goal: the
complete political paralysis of the oppo-
nent through the “Secret Front,” that is,
its intelligence services.
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Chapter 4 — The Power of Sheer Numbers.
Personnel and Structures

4.1. Numbers Matter

and rely heavily on highly specialized
operations, the Chinese system takes a

The intelligence services of the People’s different approach. It combines profes-
Republic of China follow an organization- sional intelligence organizations with a
al logic that differs in key respects from wide-reaching network of state institu-
the structure of Western intelligence tions, party structures, scientific insti-
systems. While many Western services tutions, and economic organizations.

are deliberately kept relatively compact

Figure 1 | Structure of the Chinese intelligence system

Communist Party of China

Central Political and MR (CCP)
Legal Affairs Commission
PR R A e
f | )
Ministry of Ministry of Central
State Security Public Security Military Commission
Bl 5 % 4B (MSS) N (MPS) LB FEZBE (PLA)

I
People’s Liberation Army

HER N AR
I

Strategic Support Force (until 2024)
B SRR
I

Today: the Information Support Force (ISF)
5 ESCHRARIK
I

Cyber / SIGINT / Space Intelligence

United Front Work Department
Hh o —BAR TARERR
I

Networks of Influence
I
Taiwan
Economy / Universities / Media / Diaspora
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This combination results in an organiza-
tional breadth that is frequently described
in international research as one of the de-
fining characteristics of the Chinese intel-
ligence system. To put it another way: the
CCP and the PRC, in their current form,

cannot function or survive without engag-
ing in massive espionage and constant
surveillance of their own population, or
without stealing the intellectual property
of other countries and systems.?’

Table IV-1 | Structure of the Chinese Intelligence System

_

The Communist Party of China
Ministry of State Security
Provincial MSS Offices
People's Liberation Army
Strategic Support Force
United Front Work Department

Social Networks
(Business, Universities, Diaspora)

TRt E TR E
[ 2 A

B LA | TR
SREUNEN

B ST R H K

78— BAR TARRD

e (. B BR)

The true strength of this system lies less in
individual spectacular operations and more
in its structural logic. The Chinese leader-
ship relies on the principle of sheer mass:
when enough actors gather information,
establish contacts, or exert influence, a
dense network of data, relationships, and
opportunities emerges over time. From
this perspective, intelligence is not merely
the activity of specialized agencies, but
part of a comprehensive political system.?®

The expression “power of sheer numbers”
therefore describes less a precisely meas-
urable quantity than a strategic mindset.

While traditional intelligence services
often rely on a limited number of highly
qualified agents, the Chinese system
seeks to involve as many individuals
and institutions as possible in informa-
tion-gathering processes.?

This model is particularly effective in the
context of Taiwan policy. The proximity be-
tween the two societies—economically, cul-
turally, and historically—creates numerous
points of contact. For Chinese intelligence
services, these contacts open up opportu-
nities to gather information, build networks,
and exert influence in the long term.
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Table IV-2 | The intelligence apparatus is based on three pillars with massive staffing®°

Chinese designation Functional role S EEEI

(approx.)

L . . : 110,000 (Headquarters)
MSS 3 ARSLHIBIRER pmhgn BT - 800,000 across all
2HE intelligence

provinces and abroad

Domestic Intel-

MPS e N R ILFIE A 2258 ligence Service/ 500,000 (headquarters)
; — 2 million
Police
PLA RS EIR (ISF) e 200,000 — 250,000

Note: These figures are based on estimates by Taiwanese and international intelligence agencies. Since the personnel
strength of Chinese intelligence agencies is considered a state secret, these figures can only be approximate.
(Compiled from reports by the Ministry of Justice Investigation Bureau (MJIB), Taipei 2026.)

In comparison, other intelligence agencies appear:

Table IV-3 | Comparison Table of Major Intelligence Agencies®’

Civilian foreign

China Approx. 800,000 intelligence
CIA USA approx. 20,000 Strategic foreign
intelligence
FSB Russia approx. 200,000 Internal security
MI6 United Kingdom approx. 3,500 Foreign intelligence
DGSE France approx. 7,000 Military intelligence
BND Germany approx. 6,500 SIELEEO e

intelligence
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4.2. At the Heart of the Surveillance
Apparatus - The MSS

Its responsibilities range from traditional
foreign intelligence and counterintelligence
to domestic political security. Over the past
decades, the scope of this organization’s
activities has expanded significantly. In ad-
dition to political and military intelligence,
the collection of economic and technologi-
cal data now plays a key role.

At the heart of China'’s intelligence archi-
tecture are several state institutions whose
responsibilities partially overlap and com-
plement one another. The most important
civilian intelligence organization is the
Ministry of State Security ([#%4%47).

Table IV-4 | Structure of the Ministry of State Security (MSS)
HEE N PRI B B R 2 43

e

Confidential Affairs

Confidential communications,

‘z =]
1st Bureau Bureau WS cryptography and related
management
International Intelli- Collection of international
BilSSiEa s L
AT e gence Bureau L AEED strategic intelligence
Political and Eco- B Collection of foreign political,
3rd Bureau nomic Intelligence B AR R economic and technological
Bureau intelligence
Hong Kong, Macgu, A H I Intel!lgence operations con-
4th Bureau and Taiwan Intelli- o cerning Hong Kong, Macau
I Sy ;
gence Bureau and Taiwan
Intelligence Analy- R WA s Intelligence analysis, reporting
5th Bureau sis and Reporting ;Eg‘ﬂ brid and guidance for intelligence
Bureau collection
Operations Guid- e vk T Guidance of provincial and mu-
SIED ETCET ance Bureau RIS nicipal state security organs
H = AEE:\{: 1 _
7th Bureau Counterespionage R AT Collection of counter
Bureau J&) espionage intelligence
Counterespionage R AT Tracking, investigation and
8th Bureau o . )
Investigation Bureau /& arrest of foreign spies
Counterespionage protec-
tion involving foreign-re-
Internal Security EN LRI lated organizations and
9th Bureau o S :
Investigation Bureau  %5Jm) monitoring of domestic
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Function (English)

Chinese
designation

Monitoring of personnel and

i i ; T{E : )
10th Bureau Forelg'n Sgcurlty EMRBIH students abroad and investi-
Investigation Bureau %55 ) e
gation of overseas activities
: Collection and management
THIRER : 4
11th Bureau Jiizlligeee (Dt h\q#&/ A of documentary intelligence
Center Bureau NG| : .
and information
12th Bureau Social Investigation e Pub.|IC-OpInIC.>n apd broader
Bureau social investigations.
Technical Investiga- Management and develop-
13th Bureau . g FAERHER ment of technical-investigation
tion Bureau .
equipment and technology
Technical Investiaa- Inspection of mail and
14th Bureau : g BT8R technical surveillance of
tion Bureau o
telecommunications
Comprehensive In- g\ L :
15th Bureau telligence Analysis e HERS Comprghenswe intelligence
M analysis and assessment
Bureau
Political, economic and mil-
Imagery Intelli- K g ke itary imagery intelligence,
Heti EIGEET gence Bureau LA including satellite imagery
analysis
MSS-affiliated enterprises,
17th Bureau  Corporate Bureau eI companies and other insti-
tutions
18th Bureau* el 2L Counterterrorism

Bureau

*Note: Bureau 18 (Counterterrorism Bureau / [<#')5)) is reported in recent open-source listings, but its numbering and
organizational status are not consistently documented. Earlier sources identified a Counterterrorism Bureau as the “18th
Bureau,” while more recent research has reported the 18th Bureau as responsible for U.S. operations and the Counter-
terrorism Bureau as the 19th Bureau. The exact current internal structure of the MSS therefore remains difficult to verify
from open sources.

Each Chinese province also has its own
Provincial Department of State Security
(BHZ 442 8). These regional offices
work closely with local Party structures,
universities, and businesses. Formally,
they report to the central leadership in Bei-

jing, but they enjoy considerable operation-
al autonomy. This structure plays a par-
ticularly important role in the context of
Taiwan policy. Provinces along the Taiwan
Strait—especially Fujian (f£247)—serve
as key hubs for economic and social ties.
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4.3. The Ministry of Public Security
(MPS)

With approximately 2 million regular police
officers, the Ministry of Public Security
(MPS) (13 A\ RALFIEI A Z235) constitutes
China’s largest executive apparatus in
terms of personnel. While its core mission
lies in traditional policing, a significant
portion of the apparatus—estimated at
between 300,000 and 500,000 officers—
functions as a de facto domestic intelli-
gence service. This branch is concentrated
in particular within the “Political Security”
Department (First Bureau), which is tasked
with safeguarding the Communist Party'’s
rule against any form of internal opposi-
tion.

In operational espionage, the MPS plays

a central role in the surveillance and re-
pression of dissidents as well as religious
and ethnic minorities. In doing so, the
service utilizes a dense network of physical
presence and state-of-the-art technolog-
ical surveillance. These activities are not
limited to Chinese territory; as part of its
operations, the agency targets individuals
worldwide to exert political influence or
pressure exiles to return.

Another focus of the MPS is comprehen-
sive cyber surveillance and control of the
digital space. Through the administration
of the “Great Firewall” and the monitor-
ing of social media, the MPS generates
enormous amounts of data that not only
serve domestic stability but are also used
to identify and infiltrate networks abroad.
Thus, the MPS forms the backbone of

comprehensive social control, which is le-
gally cemented by the National Intelligence
Law.32

4.4. Military Intelligence Services
and Information Warfare

In addition to civilian intelligence services,
military structures also play a central role in
China's information system. As part of the
military reforms since 2015, the Strategic
Support Force (#i%7 1% FX) was estab-
lished within the People’s Liberation Army.
This organization consolidates capabilities
in several strategic areas: cyber operations,
electronic reconnaissance, satellite recon-
naissance, and information warfare.**

4.5. Social Networks as Multipliers

One of the most notable features of the
Chinese system lies outside the realm of
traditional intelligence services. Organ-
izations such as the United Front Work
Department (% —Hi%% T/E%5) coordinate
political and social networks, some of
which are also used for information gath-
ering. These networks include, among
others, scientific collaborations, economic
organizations, diaspora networks, and cul-
tural exchange programs. In research, this
model is often described as a “whole-of-so-
ciety approach.”

4.6. Taiwan as a Key Target of
Chinese Intelligence Activities

The strategic importance of Taiwan for the
PRC'’s security and intelligence policies
cannot be overstated. Since 1949, Beijing
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has regarded Taiwan as an integral part ic intelligence gathering. The province of
of its national territory. Accordingly, the Fujian (f#4) serves as a geographically
collection of political, military, and social proximate operational hub in this regard.3*
intelligence on Taiwan plays a central role.
Today, China’s information strategy toward According to information from the au-
Taiwan encompasses several intercon- thor of this study, approximately 180,000
nected dimensions: military intelligence, agents from the PRC'’s security apparatus
political influence operations, and econom- work exclusively on the “issue” of Tai-
wan.*

Table IV-5 | Programs to Promote Integration Between Mainland China and Taiwan3®

Fujian Province West Coast Economic Zone YUY R AR B
Pingtan Pingtan Comprehensive Pilot Zone “PERAR A BRI
Xiamen—Kinmen Izn;ﬁgrated Development Demonstration ST TR
Various Provinces  Startup Parks for Taiwanese Youth L FAISERE R
Various cities Houses of Taiwanese Compatriots HIZR

Officially, these programs pursue economic goals, but they create institutional networks through
which contacts with political and economic elites in Taiwan can be established.
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Chapter 5 — Shadows on the Net. The Role
of Advanced Persistent Threats (APTs)

In the modern shadow war against Tai-
wan and Western infrastructure, the line
between civilian IT research and state
aggression has virtually disappeared.
State-controlled hacker groups, known in
the field as Advanced Persistent Threats
(APTs), play a significant role in this.
These units do not operate in a vacuum;
they are firmly embedded in the power
structure of the People’s Republic and
are subordinate either to the MSS or to the
newly formed Information Support Force
(ISF - {5 B 3FK) of the People’s Liber-
ation Army (PLA)%".

Analysis of the years 2024-2025 reveals a
specialization that goes far beyond mere
data theft. It involves the “preparation of
the digital battlefield” (835 4#).

5.1. Volt Typhoon: Sabotage of
Critical Infrastructure (MSS/PLA -
Hybrid)

This group, which often operates under
cover names in China, is currently consid-
ered the most dangerous threat to critical
infrastructure (KRITIS — B8 SLRERL).
Its focus is less on espionage and more on
potential sabotage.

+ Goal: Systematic infiltration of
water utilities, power grids, and
transportation systems in the U.S,,
Guam, and Taiwan.

* Tactics: “Living off the Land”
(LotL). Instead of injecting conspi-
cuous malware, they use legitimate
system tools already present on
the target computers. In China, this
inconspicuous method of infiltra-
tion is often understood as part of
“shadow warfare” (5 1#i3).

 Strategic Purpose: In the event of
a conflict in Taiwan, these “sleeper
accounts” are to be activated to
paralyze Allied logistics and instill
panic among the civilian population
through targeted blackouts®2.

5.2. APT41 (Affiliated with: MSS -
Office 10/11 in Chengdu/Sichuan)

APT41 (%) is a highly professional unit
that pursues a dual strategy of state es-

pionage and financially motivated cyber-
crime.

According to experts, it is believed to be a
state-sponsored Chinese hacking group
that operates under various names. Its Chi-
nese name is Double Dragon (%7t). They
are also tracked under various other mon-
ikers by different security vendors, includ-
ing Winnti, Barium, Axiom, Wicked Panda
(by CrowdStrike), and Bronze Atlas (by Se-
cureworks). APT41 is notable for conduct-
ing both espionage operations on behalf
of the Chinese government and financially
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motivated cybercrime — a dual mandate
that makes them relatively unique among
nation-state threat actors. In August 2019
and September 2020, the U.S. Department
of Justice filed charges against five Chi-
nese and two Malaysian nationals, all of
whom were linked to a company named
Chengdu 404 Network Technology Co.,
Ltd. This company is believed to be a front
for APT41 activities.®

+ Objective: Massive theft of intellectual
property (IP), particularly in the fields
of semiconductor technology (3}:Zf%)
and biotechnology.

« Tactics: Supply chain attacks ({}L/fE#iE
WY, The group infiltrates software
manufacturers to distribute malicious
code via official updates to thousands
of end users worldwide—a digital “Tro-
jan horse” in the global supply chain.

Figure 2 | Members of the APT-41 group who are wanted by the FBI.

WANTED
BY THE FBI

ZHANG Haoran TAN Dailin

FU Qiang JIANG Lizhi

CAUTION

ZHANG Haoran, TAN Dailin, QIAN Chuan, FU Qiang, and JIANG Lizhi are all part of a Chinese hacking group known as

APT 41 and BARIUM.

On August 15, 2019, a Grand Jury in the District of Columbia returned an indictment against Chinese nationals
ZHANG Haoran and TAN Dailin on charges including Unauthorized Access to Protected Computers, Aggravated
Identity Theft, Money Laundering, and Wire Fraud. These charges primarily stemmed from alleged activity targeting

high technology and video gaming companies, and a United Kingdom citizen.

On August 11, 2020, a Grand Jury in the District of Columbia returned an indictment against Chinese nationals QIAN
Chuan, FU Qiang, and JIANG Lizhi on charges including Racketeering, Money Laundering, Fraud, Identity Theft,

and Access Device Fraud. These charges stem from their alleged unauthorized computer intrusions while employed
by Chengdu 404 Network Technology Company. The defendants allegedly conducted supply chain attacks to gain
unauthorized access to networks throughout the world, targeting hundreds of companies representing a broad array
of industries to include: social media, telecommunications, government, defense, education, and manufacturing.
These victims included companies in Australia, Brazil, Germany, India, Japan and Sweden. The defendants allegedly
targeted telecommunications providers in the United States, Australia, China (Tibet), Chile, India, Indonesia,
Malaysia, Pakistan, Singapore, South Korea, Taiwan, and Thailand. The defendants allegedly deployed ransomware

attacks and demanded payments from victims.

If you have any information concerning these individuals, please contact your local FBI office, or the

nearest American Embassy or Consulate.
Field Office: Washington D.C.
www.fbi.gov

Source: Federal Bureau of Investigation.
“Wanted by the FBI: APT 41 Group.” U.S.

Retrieved March 25, 2026, from: https://
www.justice.gov/opa/press-release/
file/1317056/download
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5.3. RedAlpha / RedJuliett (Affiliat-
ed with: MSS - Bureau 4 in Fuzhou/
Fujian)

Due to their geographical proximity to the
Taiwan Strait, these groups focus almost
exclusively on the diplomatic and political
sphere in Taipei. Their activities are closely
linked to “united front work” (&% —#k4%).

Target: Government agencies, pro-de-
mocracy thinktanks, and religious
organizations in Taiwan.

Tactics: Massive phishing and the
creation of deceptively authentic clo-
nes of official Taiwanese government
login pages to steal login credentials
from key individuals. This form of
“cognitive warfare” (i241#%) aims to
compromise internal communication
channels and spread disinformation*'.

Table V-1 | Cyber Actors 2025/26

PLA / MSS
e e (Hybrid)

MSS
APTAT (Bureau 10/11)
RedJuliett Eﬁi n()Bureau 4-

Infrastructure USA, Guam,
sabotage Taiwan
Industrial Global (Focus
espionage on Tech)
Political Taiwan
Intelligence (Government)
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Chapter 6 — The Facets of the
CCP’s Cognitive Warfare in Democratic
Countries, Including Taiwan.

6.1. Background

The information in Chapter 6 is derived
from extensive interviews with security
services and affiliated analysts from think
tanks in Taiwan (both local and interna-
tional), as well as diplomats and military
personnel. These therefore fall into the
category known in journalism as “off-the-
record interviews” (here: “Author interview
confidential, 2025"). Specifically, this

means that the sources cannot be named.

However, the author has verified the rele-
vant facts using secondary sources. (See
also: R EIRZMEEE+T. The Prospect

& Exploration Magazine Society. Taipei,
Taiwan, May 2025.) Additional sources are
cited separately.)*?

It should also be noted that the terminol-
ogy regarding Chinese military reforms
and intelligence organization is in a state
of flux. In this work, the terms are used
according to their chronological context.

Figure 3 | Chinese Intelligence and Influence Networks Targeting Taiwan
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In research, these regions are considered
important platforms for political influence
and information gathering in the context
of Taiwan policy.

The CCP’s influence operations are not
isolated tactics, but systematic actions
that serve the overall national strategy.
Their fundamental driving force lies in
maintaining the CCP’s position of pow-

er and the socialist system, enhancing
comprehensive national strength, ensuring
territorial integrity and maritime rights, and
the ultimate realization of the “Chinese
Dream” (H1E%) of the “great rejuvenation
of the Chinese nation” (2% (& K12 i),
as the party’s two central slogans state.

This strategy is embedded within the
framework of the “Comprehensive Na-
tional Security Outlook” (AEBY B % 4 4>
#1), which emphasizes placing national
security at the forefront of all tasks and
viewing development and security as a
mutually reinforcing relationship.

In concrete practice, the People’s Libera-
tion Army (PLA) has long placed emphasis
on the application of the “Three Wars” (—
%), namely “warfare through public opin-
ion” (BiiHHY), “psychological warfare” (/L»
FE8), and “legal warfare” (Z:{3:5).

Warfare through public opinion aims to
control the discourse, strengthen unity of
thought internally, and actively dissem-
inate the “Chinese perspective” (5]
¥ and the “Chinese narrative” (713
) externally, in order to counter ideolog-
ical infiltration from the U.S. and Europe

and eliminate the influence of the “China
Threat Theory” (FFE L 5).

Psychological warfare focuses on under-
mining the enemy’s will and spreading
mistrust and fear. Legal warfare uses
national and international law as a tool to
cloak its own actions in a veneer of legiti-
macy and to weaken the defensive capabil-
ities of other countries.

Currently, the CCP’s influence operations
against democratic countries have gone
beyond the scope of traditional diploma-
cy and evolved into a multidimensional
non-military strategy.

This includes “information and cognitive
warfare” (EEHELFRA1H), “economic coer-
cion” (#3572 1H), and “political and social
infiltration” (BU5+E & 121%). Information
warfare employs disinformation, large-
scale foreign propaganda, and cyber espio-
nage with the aim of creating a “construct-
ed reality” (# %% WL E), manipulating
public opinion, and undermining the pub-
lic's perception of facts. Economic means
leverage the vast market and supply chains
to exert pressure on other countries,
though studies show that their long-term
impact is limited and may trigger counter-
measures from the affected countries.

Political and social infiltration exploits
the openness of democratic systems ([X;
FHEHIBRACME) to destabilize and ma-
nipulate opponents from within through
means such as “united front” organiza-
tions (8 4H%%), overseas Chinese (IF
IMEEL), students abroad (F5£:/), and
political donations (FiAL4).
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It should also be noted, however, that the
United Front is not a homogeneous sys-
tem, but rather comprises a multitude of
organizations and networks with different
functions and scopes of action. With tech-
nological development, however, these tra-
ditional methods of warfare have evolved
into a more comprehensive concept of
“cognitive warfare” (FBAE{EHE).

This strategic shift explains why China
views the manipulation of influence (52
J1##4E) as a “struggle for security and su-
premacy” (‘Z2FEE2 ) in the realm of
ideology against the U.S. and Europe, and
not merely as propaganda (&%) in the tra-
ditional sense. This involves spreading lies
and distorting facts. Through a state-level
initiative (BIZ A1 7H)), digital technology
(BURLHAR), big data analysis (KEHEMT),
and psychological profiling (CFEFIHT) are
used to organizedly and systematically
“create reality” (LS TE).

The following is a brief explanation of the
methods of information and cognitive
warfare (&R ELRA1EY), economic coer-
cion (%¥%%%111), and political-social infil-
tration (B/GHE2295).

6.2. Methods of Information and
Cognitive Warfare (&l HLRA1E)

Information and cognitive warfare (&iifl

HHLERNER) is one of the core tactics of the
CCP’s (H4%) influence operations (3% /]
#£1F). The goal is to manipulate the infor-

mation environment (&#l3%5%), influence
public opinion (A 7 EL), and ultimately
undermine public confidence in the dem-
ocratic system (F&E#E) and the rule of
law (ZE9R).

a) Disinformation Tactics (G {ERHE BT

The channels through which the CCP dis-
seminates false information ("L G
=) often follow an “inside-out” (H14M
pattern. For example, the information wars
during the “Kansai Airport Incident” (B74
#5254 in 2018 and during the COVID-19
pandemic could be traced back to social
media within China (such as Weibo (f#1#)).
(Kansai: see note at the end of the chapter)

These were subsequently picked up by
content farms (M%5235), cited by pro-Chi-
nese media abroad (¥##/MEH EEEE) and
local collaborators (fE#i17 /1%, and
eventually penetrated mainstream social
media (F A HERE) and forums in the
target countries. Disinformation often
exploits social divisions (t1:%4E) to sow
chaos and unrest, such as using the topic
of “Indian migrant workers” (EIEE#£T)) to
stir up conflict and panic within Taiwanese
society.

Furthermore, official government docu-
ments (BFF/AS0) or news reports (HrfH
#5) are forged to spread unconfirmed
rumors (%5 ) such as “city lockdowns”
(B3 or “mass infections in hospitals”
(PE B ILY).
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b) Large-scale Overseas Propaganda and
Media Infiltration (K /NE Baifia41215)

The CCP’s “large-scale foreign propaganda”
(K4ME) strategy aims to seize “discur-

sive sovereignty” (B HGiE#AHE). Through
massive investments in foreign state-run
media and the purchase of advertising
supplements (such as China Watch (E{#{
%%)) in international mainstream media, the
Chinese government’s positive image and
viewpoints are promoted.

This operational model also includes coop-
eration with local media to provide content
(FEHB IS TIY), the joint production

of programs, and the use of commercial
interests to exert pressure on media out-
lets and individuals. For example, journal-
ists are offered trips to China, or internet
celebrities (Key Opinion Leader, KOLs) are
financially supported in creating content,
while market access and advertising
revenue are used to force companies and
celebrities into self-censorship (53525 7).

Figure 4 | Example of a trip organized for Cambodian journalists to China in 2025

Cambodian press delegation's visit itinerary

day hour between Inside Allow
Expect
10:50 arrived in Harbin on flight MU760 .
11:30 Heading to Jingu Building Hotel
12:3012:50 | Check-in: Check-in procedures at Jingu
Building Hotel
13:00—14:00 ]I;;:)r:f"h};yihgirinl;:elter Restaurant, 1st
November e e
2 14101730 | Visit and discussion with Heilongjiang
(Monday)

Daily Press Group

18:00— Dinner: Banquet hosted by Heilongjiang
Daily Press Group

accommodation |y, Byilding Hotel

07:00—08:25 | Breakfast: Buffet restaurant on the third

floor of Jingu Building Hotel

08:30—12:30 Heading to Mudanjiang Forest Snow Town

Lunch: A light meal on the bus or after
arriving in Xuexiang

12:40—14:00

November " ¥y
25 14:00—18:00 | 5o Town Visit

(Tuesday) | o10—20:00 | Dinner: Snow Town

accommodation Snow Town Homestay

07:00—08:00 | preagfast: Snow Town

08:10—12:10 Returning to Harbin from Xuexiang

12:20—13:50 | Lunch: Shanhetun Iron Pot Stew

Visit the Museum of Evidence of Crimes

November | 14:00—14:40 | ¢, mitted by Unit 731 of the Japanese

26
(Wednesda Imperial Army
y) Visit the Museum of Evidence of Crimes
14:50—17:00 Committed by Unit 731 of the Japanese
Imperial Army
Returning to the city from the Museum of
17:10-18:10 | Evidence of Crimes Committed by Unit 731

of the Japanese Imperial Army during the
Japanese Invasion of China

18:30_20:30 | Dinner: Banquet hosted by the Heilongjiang
Provincial Journalists Association

accommodation Jingu Building Hotel

Source: The author’s diplomatic contact in Cambodia

Visit the Museum of Evidence of Crimes

November 14:00—14:40 Committed by Unit 731 of the Japanese

26
(Wednesda Imperial Army
y) Visit the Museum of Evidence of Crimes
14:50—17:00 | committed by Unit 731 of the Japanese
Imperial Army
Returning to the city from the Museum of
17:10-18:10 | Evidence of Crimes Committed by Unit 731

of the Japanese Imperial Army during the
Japanese Invasion of China

18:30—20:30 Dinner: Banquet hosted by the Heilongjiang

Provincial Journalists Association

accommodation

Jingu Building Hotel

November 27 (Thursday)

- 20:20 Pick up passengers at Kunming Changshui Airport
(MUS5776 arrives at 21:25)

- Check into the hotel at 23:00

November 28 (Friday)

- 9:00 Meeting with Yunnan Daily Press Group and Yunnan
International Communication Center

- 12:00 Yunnan Daily Press Group canteen lunch
- 14:00 Depart for Yunnan Provincial Museum
- 14:30 Visit Yunnan Provincial Museum

- 18:00 Dali Dongyuan Restaurant

November 29 (Saturday)

- Depart from Kunming Changshui Airport at 6:30 (take MU6909
at 9:30)

II1. Hotel Arrangements

The proposed accommodation is at the Yue Lang Garden Hotel.
Yuelang Garden Hotel is located next to the Provincial High
Court's Litigation Center, 1.2 kilometers from Yunbao Media
Plaza. It is a business hotel. The negotiated price for both king
and twin rooms is 320 yuan per room (including breakfast for
two).

IV. Dining Arrangements

- On November 28th at noon, it is planned to have lunch at the
Yunnan Daily Press Group canteen.

- On the evening of November 28th, a working meal will be
arranged by the Provincial Journalists Association, and it is
planned to be held at Dali Dongyuan Restaurant.

Dali Dongyuan Restaurant offers Dali-style cuisine in a beautiful
setting with a strong Bai ethnic flavor. It is located next to the
Yunnan Provincial Higher People's Court, 700 meters from
Yunbao Media Plaza, and 500 meters from the hotel.
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c) Network Tools and Technologies
(A T EL B AR

Leaked documents from the Chinese
cybersecurity firm “I-Soon” (“4i]) provid-
ed direct evidence of the CCP’s internet
interventions. The documents show that
the company developed a special “Twitter
and public opinion control system” (Twit-
ter Hil B IE % 2247) to manipulate public
opinion abroad and suppress dissenting
views.

Chinese hacking groups also conduct
cyberespionage against foreign gov-
ernments and companies with the aim

of stealing sensitive information and
strategic insights—such as U.S. trade
negotiation strategies or recordings of
presidential phone calls—targeting over
80 countries worldwide. Methods such as
“fake account network phishing” (EBR5%4
% #964) and “Al-generated news” (Al 4 i,
i) make the sources of disinformation
even harder to trace and complicate the
defense efforts of democratic states.

d) Economic Coercion (77 i11)

The CCP (13t #) uses its enormous
economic clout as a strategic tool to exert
economic coercion against countries that
cross its “political red lines” (BL/AALAR).
For example, in 2021, Lithuania’s approval
of the establishment of a Taiwanese repre-
sentative office drew the CCP’s ire, prompt-
ing it to immediately sever trade ties and
exert pressure on multinational companies
operating facilities in Lithuania.

Figure 5 | BfV Cyber Insight

BfV CYBER INSIGHT

The i-Soon-Leaks: Industrialization of Cyber Espionage

- Part1; Orglgiz'étiqn and methods of
-800n APTunits

Source: Federal Office for the Protection of
the Constitution. August 1, 2024

When Australia called for an investiga-
tion into the origins of COVID-19, the
CCP imposed high tariffs on numerous
Australian goods, resulting in trade loss-
es amounting to billions. Although the
CCP’s coercive measures have short-term
economic impacts, the long-term effect
of such large-scale blackmail is relatively
limited. The countries under pressure are
actively tapping into new markets, and the
CCP itself is ultimately forced to lift sanc-
tions due to domestic demand.

This “backfire effect” (M) demon-
strates that the CCP’s economic weapon
is not invincible and that its effectiveness
is constrained by the needs of its own
domestic economy.
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In sharp contrast to its actions of eco-
nomic coercion, the CCP’s official nar-
rative portrays its economic strength

as a contribution to globalization. This
narrative emphasizes the strength and
resilience of the CCP’s economy and
attributes this to the systemic advantage
of “concentrating forces to accomplish

major tasks” (SEH JTEHFAR).

The CCP has positioned itself as the “en-
gine of global economic growth” (4BRk&L
WIS AYEE ) and as the “ballast stone for
stabilizing global inflation” (& 4 Bkim i
[BERE £1). This narrative seeks to portray
its stability and contribution to the global
economy rather than viewing it as a geo-
political weapon. The dual nature of this
economic narrative aims to obscure the
true intentions of its economic strategy.

6.3. The Actors of Political and
Social Infiltration (E7GEL 41 2121%5)

The political and social infiltration tactics
of the CCP aim to exploit the openness
of democratic systems (& #4114 5) to
destabilize opponents from within.

a) United Front Work (4% T/F)

The goal of the operations conducted
abroad by the United Front Work Depart-
ment of the CCP Central Committee (‘}
A i B) is to influence overseas
Chinese communities, foreign govern-
ments, and other actors to support a
“Beijing-first” (JL7{1E5E) policy.

For example, the United Front recruits
community leaders in Taiwan, mobilizes
“paid demonstrators” (:E#% L) for polit-
ical protests, and uses “overseas police
stations” (/M4 (G vY) to monitor dissi-
dents, gather information, and intimidate
overseas Chinese. These actions consti-
tute “transnational repression” (55181 8)
against overseas Chinese communities.

b) Students and Scholars (%4} fil &)

The “Chinese Students and Scholars Asso-
ciation” (CSSA, HEIEA4: 25T 5 17) acts
as overseas cells of the CCP at foreign
universities. They not only receive funding
and instructions from the consulates but
are also responsible for monitoring their
fellow students and suppressing criticism
of China. Such organizations are not only
propaganda tools of the CCP but also
serve the function of “information gath-
ering” ({5 E#%4E) and act as sleeper cells
against their host countries.

c) Lobbying and Political Donations
(il AT LB Rk )

The CCP uses political donations and
lobbying systems in democratic countries
to infiltrate them. In Australia, wealthy
businesspeople of Chinese descent report-
edly offered donations to major political
parties to influence China-friendly policies.
Similarly, Chinese technology companies
such as Huawei and TikTok engage in
large-scale lobbying in Europe to secure
contracts for 5G expansion or improve
their corporate image, which once again
blurs the lines between business interests
and national strategy.
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d) Information Theft and Infiltration
(T ARE U %)

Infiltration also includes covert activities
aimed at stealing information. For exam-
ple, Chinese students and researchers in
the U.S. steal trade secrets related to key
technologies such as chips and artificial
intelligence (N TE'HE).

Chinese intelligence agencies also
attempt to infiltrate the militaries of
other countries, using funds or travel
invitations to recruit retired or active-duty
military personnel and even urging them
to “remain passive” (JHFAEZ%) in the
event of military actions by the People’s
Liberation Army (1L) against Taiwan.

6.4. The Challenges for Taiwan
CAFEE L)

Taiwan is widely regarded as the “primary
target” (52 H1) and “frontline laborato-
ry” (Ri43 6% for the CCP’s influence
operations (52 /1#/F). The threats fac-
ing Taiwan include the combined use of
information warfare (&51U5), united front
attacks (#:#), and political infiltration (B34

Bi%).

With regard to information warfare, fre-
quent manipulation through disinfor-
mation campaigns can be observed in
connection with the presidential election
in Taiwan, the COVID-19 pandemic, and
the incident involving the capsized fishing
boat from Kinmen.

This information aims to divide Taiwanese
society, sow distrust between the govern-
ment and the public, and undermine public
confidence in the democratic system.

The CCP also uses organizations such as
its United Front Work Department (%t
#B) and the Taiwan Affairs Office (Fl=2iff)
to spread the narrative “both sides of the
strait share the same origin” (W5 [F]75)
to Taiwanese youth, thereby increasing
goodwill toward the CCP.

In the realm of media infiltration, the
CCP’s official side disguises its political
propaganda within seemingly independ-
ent reports through the illegal placement
of marketing content (product placement)
and joint content production to influence
the Taiwanese media ecosystem and
public opinion.

Nevertheless, public opinion polls indicate
that the CCP’s united front, propaganda,
and intimidation have not led to support
for Beijing's “One Country, Two Systems”
(—[EWifl) policy or a unification plan in
Taiwan.

An opinion poll (E&5%) from April 2025
shows:

* 84.4% reject the “One Country, Two
Systems” model.

« About 82.5% reject the claim that
“Taiwan belongs to China and has
never been a state.”
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* The Election Research Center at
Chengchi University (B AIERTHILY)
shows that the proportion of those who
identify themselves as “Taiwanese” (H
FBIA £ =28 ) remains high, and sup-
port for maintaining the status quo or
a tendency toward independence is far
higher than the demand for unification.

Source: Mainland Affairs Council, April 24, 2025.
Retrieved December 31, 2025: www.mac.gov.tw

This illustrates that the majority of the
Taiwanese population continues to view
the CCP as “unfriendly/hostile” (/N A3 / H
M) and opposes both military pressure
and gray-zone pressure (/7).

Overall, the CCP’s information and united
front operations against Taiwan are char-
acterized by “agility and breadth” (ff# il
[#2); they can quickly shape narratives
in response to unpredictable events and
apply long-term leverage in the economy
and content industry.

However, thanks to high vigilance in Tai-
wan and a mature fact-checking ecosys-
tem (1% fB), short-term effects aimed
at “influencing votes” (4 2%) are limited
and have so far failed to undermine the
fundamental identity or erode trust in the
system.

Future risks include: the reduction in the
cost of counterfeiting through Al synthesis
technology, the expansion of self-censor-
ship (H##% %) due to economic depend-
ence, and local collaborators (EHb1# 13
who establish a “seamless connection” (4t
4054 to local concerns.

6.5. In Background Discussions,
Taiwan’s Security Agencies Have
Summarized the Following Demands
based on This Analysis

Transforming the network of local agen-
cies (TEHUCFRAGHS): At the political level,
the following should be continued:

1. Strengthening transparent labeling and
disclosure of financial flows (3#{t &R
UNHL I RS ), follow the money,

2. Investment in local media and civic
education (34 7 BEREEL A BREH),

3. Developing guidelines for the disclo-
sure of “conflicts of interest” (¥l
1#i75) for key industries and internet
celebrities (KOLs), as well as ...

4. ..rapidinteragency responses and co-
operation with international platforms
to strengthen social resilience (PAF:[H]

HERID).

6.6. The Security Organs of the
CCP, Assessment and Classifica-
tion regarding Threats to Regional,
Asian, and International Security.
Classification of Leaders

If we take the areas of “Party, United Front,
Security” (&. %k, %4) as the basis

for classification regarding institutions
responsible for regional security issues,
the most important body within the Party
is the Central Commission for National
Security of the CCP (' rpofufs 58 4 42 7%
E ). In the United Front sector, these are
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the Chinese People’s Political Consulta-
tive Conference (£ [EE( 1) and the United
Front Work Department of the CCP Cen-
tral Committee (H'I:rpoid—H AR TAEHD)
within the security apparatus. With regard
to the military, the Ministry of State Secu-
rity (B 4242 %6) is the most significant.

a) Central Commission for National Secu-
rity of the CCP (F L i ER L &Z B E).

In the communiqué of the Third Plenary
Session of the 18th Central Committee

of the CCP in November 2013, Xi Jinping
proposed “establishing a National Secu-
rity Commission, improving the national
security system and national security
strategy, and ensuring national security”
(RALBIRZ2ZZE S, s B2 R
[ R & A B, R R 4.

Meng Jianzhu (@ #21%), then Secretary

of the Central Committee’s Political and
Legal Affairs Committee, was entrusted
with its establishment. In 2014, the CCP
Central Commission for National Security (
Hi LR YL 22 7%) and its office were estab-
lished. It no longer shares offices with the
Central Leading Group for Foreign Affairs
(HpJe AR TAESEIE /M) and was trans-
formed into a commission specifically
responsible for national security.

The General Secretary of the CCP Central
Committee serves as chairman, while
the Premier of the State Council and the
Chairman of the Standing Committee

of the National People’s Congress serve
as vice-chairmen. In May 2023, another
vice-chairman was added, a position held

by Cai Qi (%577), a member of the Politburo
Standing Committee; he is also regarded
as the person who is effectively responsi-
ble for national security affairs.

b) Chinese People’s Political Consultative
Conference (%[ 17) and United Front
Work Department of the Central Commit-
tee (M ULEEELED)

The CCP’s united front work (i T/F)
has long been led by a member of the
Politburo Standing Committee who holds
the chairmanship of the Chinese People’s
Political Consultative Conference (4[5
W=EJE) (currently Wang Huning (FJE%)).

Vice Chairman Shi Taifeng (f1%1%) was
transferred in April 2025 from his posi-
tion as head of the United Front Work
Department of the Central Committee to
head of the Organization Department of
the Central Committee (HFLAHARTBERR).
Li Ganjie (ZF#{4) (formerly Head of the
Organization Department of the Central
Committee) became the new Head of the
United Front Work Department of the Cen-
tral Committee.

The original purpose of establishing the
Chinese People’s Political Consultative
Conference (CPPCC) was to win over
figures from various parties and groups
outside the CCP within the country. It em-
bodies a strong sense of the United Front (
%:80); therefore, the decision-making level
of the CCP’s United Front work (L4735,
TAF) is led by a member of the Politburo
Standing Committee who chairs the CP-
PCC, while practical implementation at the
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operational level is carried out by the Unit-
ed Front Work Department of the Central
Committee (FHJL47BEER).

On issues of regional security, the United
Front departments (% 57["]) disseminate
narratives that align with China’s interests
through official media or pro-China asso-
ciations abroad, trade organizations, ac-
ademic institutions, or social media. This
serves to influence public opinion, weaken
opposing narratives, infiltrate and win over
individuals in other countries, and under-
mine opposition forces in other countries.

c) Ministry of State Security (#5242 %6)

The Ministry of State Security (Bl% %4>
#8) is China’s primary foreign intelligence

and counterintelligence agency. Its main
tasks include collecting and analyzing
foreign intelligence, conducting counterin-
telligence missions, ensuring political se-
curity, and safeguarding national security.
The Ministry of State Security maintains
branches throughout China and is con-
sidered China's largest and most active
intelligence agency.

In matters of regional security, the MSS
works to shape a regional environment fa-
vorable to China by gathering intelligence
on other countries, conducting counterin-
telligence operations, launching cyberat-
tacks or manipulating information against
other countries, and cooperating with the
United Front Work Departments (5:80H)
on foreign infiltration.

Figure 6 | Overview of the structure of the Ministry of State Security of the PRC
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Beijing
Municipal
State Security

Liaoning Provincial State Security
Department

Shaanxi Provincial State Security
Department

Heilongjiang Provincial State Security
Department

Hebei Provincial National Security
Department

Henan Provincial National Security
Department

Hubei Provincial State Security
Department

Hunan Provincial State Security
Department

Jiangxi Provincial Department of
State Security

Anhui Provincial Department of

Bureau

State Security
Shanxi Provincial State Security

Guangdong Provincial National
Department uang g rrovinci !

Security Department

Shanghai State
Security Bureau
Fujian Provincial State Security
Department

Jilin Provincial State Security
Department

syun pabeuepy Ajjedntan

Tianjin Municipal
State Security

Zhejiang Provincial State Security
Bureau

Department

Jiangsu Provincial State Security
Department

Chongging Municipal State
Security Bureau

@ Sreregfe Suppert Fores Netwerk Systems Deparment (Unk Number: S2065)

Fermer Genarel] SEf Dapartmant Redhnie] Resennaissrnes Daparimant [Repajtment)]
&nmuwmmwm%

@ Camireal MilEry Commission Sirategfe PlErnming Ofiftas Netmerk Infermatisn Coerdimeifion

i Burreay, Central Miltery Commission (Fermarly Seeene]

ieadquanters))

hiaison) Poliifical Werk [eentrall Commfssion Ueison
@ Bureay, Departmant, [Vilitany] (ormarly

@ Minfstry off Pulblic Seaurity Relliie] Seaurity Burcaw (Bureew 1)

Source: Training materials from an intelligence agency of the Republic of China (ROC) in Taiwan.
(See also Chapter 5, List of individual MSS offices.)
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6.7. What are the Main Targets of
the Chinese Security Agencies ...

a) ... with regard to Taiwan?

The CCP pays close attention to many
aspects of Taiwanese society, such as:

» the areas of cross-strait relations

(PEEBAR)
+ the military in academic research
+ the semiconductor sector in industry
 various segments of society

At this stage, the primary focus of re-
search and R&D capabilities is on the
semiconductor sector (3-Eg).

In 2014, the State Council of China (H[E[5]
¥#B%) published the “Guidelines for Pro-
moting the Development of the National
Integrated Circuit Industry” (<EH% &=
% 7 SR AR R HEIE A 25 ) and supports the
development of the semiconductor indus-
try as part of a comprehensive national
strategy. In addition, the “Big Fund” (k%
4) was established through fundraising to
recruit talent from abroad on a large scale.

Since salaries in Taiwan’'s semiconductor
industry at that time could not yet com-
pete with those in Japan or South Korea,
this accelerated the exodus of Taiwanese
semiconductor talent to China. According
to statistics, from 2014 to the end of 2019,

a total of about three thousand Taiwanese
semiconductor professionals went to main-
land China, accounting for 7% of the total
workforce in Taiwan’s semiconductor in-
dustry. In the early stages, the talent mov-
ing to China consisted primarily of high-lev-
el executives, but this gradually shifted to a
large number of mid-level engineers.

These engineers came predominantly
from second-tier semiconductor manu-
facturers. At top-tier manufacturers such
as TSMC (5F&%), the proportion of talent
leaving was relatively low due to salary
and benefits as well as technological
advantages. During this period, the CCP
attracted Taiwanese semiconductor talent
mainly through material incentives, posi-
tions of power, and future prospects.

After 2019, however, the trend of Taiwan-
ese semiconductor talent migrating to
China gradually slowed and even showed
signs of a reversal.

This was due to the trade sanctions
against China initiated by the U.S., tech-
nology embargoes, and the subsequent
invitation to TSMC to establish factories in
the U.S. The reasons for this are believed
to be that compensation and prospects
for employees in Taiwan’'s semiconductor
sector are viewed optimistically, the com-
plete industrial chain—led by TSMC—has
taken a leading global position, and geo-
political risks in cross-strait relations (Wi/+
#1%) have steadily increased, dampening
talent’s willingness to go to China.
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As the direct poaching of talent became
more difficult for the CCP, it shifted to
acquiring Taiwanese semiconductor
technology through other means. This
includes:

« The acquisition of or investment in
Taiwanese companies through covert
capital operations

 Establishing technical partnerships
with Taiwanese manufacturers inves-
ting in China

« Offering scholarships or internship
opportunities to students in semicon-
ductor-related fields

 Obtaining relevant parameters through
upstream and downstream supply
chains collaborating with Taiwanese
manufacturers

« The acquisition of technology through
covert illegal means such as industrial
espionage and cyberattacks in third
countries (WHMZET))

b) Organs and working methods. The
“central kitchen” principle (-FJ:5F/5).
Which functional units and levels within
the CCP apparatus are responsible for

coordinating “influence abroad” (/1N
#hy?

The CCP models its organizational struc-
ture on that of the Soviet Union. Since
the party’s founding, the Organization
Department (4%%7) and the Propaganda

Department (E/2F) have been estab-
lished internally (the United Front Work
Department (%:53%5) and the Department
of International Liaison (E[4N4%55) were
added later). Mao Zedong once said: “The
revolution rests on these two pillars: the
pen (“E127) and the gun (1815 7).” This
illustrates the high priority the CCP places
on propaganda work.

To this day, the CCP has established a
comprehensive propaganda system: The
Central Leading Group for Propaganda,
Ideological, and Cultural Work (1 &{g
JEAESCIY TAESEIE /M) was established
within the Central Committee, headed by
Cai Qi, a member of the Politburo Stand-
ing Committee responsible for ideological
work.

The decisions made by the Leading Group
are coordinated by the Central Commit-
tee’s Propaganda Department (H & #6),
which directs the various ministries and
commissions in their implementation.
Relevant units include:

the Cyberspace Administration
of China (#8{5#¥)

* the State Administration of Radio,
Film, and Television (/& &4 )5))

* the State Administration of Press
and Publication G H )

* the Ministry of Culture and Tourism
(AR 5 5E)
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* the Information Office of the State
Council (B% BT A=)

+ the Information Office of the Ministry
of National Defense (71535 ki J=).

For more information, see: Investigation Bureau of the
Ministry of Justice, ed., Overview of Mainland China -
2023 Edition, p. 117, Taiwan, Taipei.

Based on relevant documents published
by the CCP in recent years, speeches by
the leadership, and practical experience,
several characteristics of the CCP’s propa-
ganda work can be summarized.

These are:

 Politically, the principle applies:
“centralized decision-making, but
local implementation”;

* In administration, the application of the
“Central Kitchen” (‘F 1 Ef/5) model,
which is the central catchphrase for
the approach of the single-party sys-
tem focused on central control.

The CCP believes that propaganda work
is not merely a matter for the top eche-
lons but relies on the cooperation of local
governments at all levels to build a com-
prehensive media ecosystem. To encour-
age local governments to participate, the
Party acts as the driving force; the evalu-
ation and review (/i) of local gov-
ernments must be strengthened so that
they implement the central government’s
policies in a coordinated manner.

Under strong pressure from the CCP
Central Government (H3LHJLEL ), local

governments have followed suit. Currently,
nearly all propaganda departments from
the central to the local level are represent-
ed on new media platforms such as “We-
Chat” (f#/%), “Jinri Toutiao” (%> H¥H{4), and
“Douyin” (TikTok, £).

Through the integration of internet net-
works, traditional media, and new media,
vast amounts of information about daily
life and citizen-friendly services are dis-
seminated to achieve the propaganda ob-
jectives (ix EEHNY) of exerting influence.

c) The “central kitchen” (HJ&5f/5) mod-
el applied in management refers to the
fact that traditional media must develop
various forms of transmission in the age
of multimedia diversification.

Regardless of how much the forms
change, existing media will continue to
play the role of a “central kitchen” and
serve as the core for decisions regarding
the development forms and reporting
content of various media, ensuring that the
various new media do not deviate from the
original intent of dissemination.

Let's take China’s three major traditional
media groups as an example:

* The “People’s Daily” (A H#) ope-
rates a “central editorial office” as
its decision-making hub; in addition,
there is the Chinese-language online
platform “People’s Daily Online” (A
[&#H), the English-language online
platform “People’s Daily”, and public
accounts or fan pages have been
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set up on instant messaging apps
such as “WeChat” (f#1%), “Twitter”
(HE45), “Facebook” (I &), and the
short-video platform “Douyin” (Tik-
Tok, ), each of which has public
accounts or fan pages.

“Xinhua News Agency” (J1#E#l) has

a “Global Reporting Platform” (£ £k
HIEF-5) as its decision-making hub;
in addition, there is the Chinese online
platform “Xinhua Net” G#1#E4), the
English online platform “Xinhuanet,” as
well as public accounts or fan pages
on other instant messaging apps and
short-video platforms.

“China Central Television” (CCTV, H
JLEMA) has an “Integrated Media
Editorial Department” (@A 4miE )
as its decision-making hub; in addition,
there is the Chinese online platform
“CCTV News” (£:4544), the English on-

line platform “CCTV,” as well as public
accounts or fan pages on other instant
messaging and short-video platforms.

In summary, the “central kitchen” model
ensures that, under the same parent com-
pany, news research, editorial reporting,
content, and the configuration of report-
ing formats are well-coordinated for each
subsidiary media outlet. This ensures
that, on the one hand, the subsidiary me-
dia outlets do not “fight their own battles”
(% B 7%%k) and, on the other hand, that
reporting overlaps between the individu-

al subsidiary media outlets are avoided

as much as possible. Please refer to the
following table for a detailed breakdown of
responsibilities.

6.8. Structure of the CCP’s Working
System for Propaganda Directed at
Taiwan and Abroad

a) Leading Group and Coordination Group (Decision-making System)

Table VI-1

Coordination and direction
of major decisions regarding

CCP Central Leading Group
for Taiwan Affairs (FfdkrAs

Lets HeE T/EEE /M) Xi Jinping Taiwan; effectively the highest
serves as head center of power
Leadership (Coordination) c d of | ministri
s Group for Taiwan Affairs of the e e D s
Ministries of the State Council with a strong

Ministries (FZs¥= T/ESEHE.
AN AEN

focus on Taiwan affairs
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Leadership (Coordination) Groups

for Taiwan Affairs of Party Com- U2 aEls £ USUElly EpMpeniise

Local . : from among the deputy secretar-
HEES £ VErfiors o) [Levele ies of the local Party committees
(1575 A B = TARREIEL/ NA
Coordi- Unified Front Work Departments Prl.marlly res@gr‘f'b'e fqr the
. united front (#:5%) and ideo-
nating at the central and local levels logical infiltration (BAE21%)
bOdies (I:Py%‘ jﬁﬁ%%&ﬁﬁi%ﬁ) AVIARS e

regarding Taiwan

b) TAO* System (Policy Implementation System, =2t 257, BUR U TRER)

Central Taiwan Affairs Office of the Central Com- One apparatus, two

(SI:::;y/ mittee (FFEJ¥) / Taiwan Affairs Office of P:rniqri;I;erriz%?; Sgll?llgi
i dist -

Council) the State Council (E{=2##) (Central TAO) wan policy

Provincial, municipal, county, and district Responsible for imple-
Local offices for Taiwan affairs (&= = menting local Taiwan

s Rl =) policy

Department of Hong Kong, Macao, and

Taiwan Affairs of the Ministry of Foreign

Affairs; Department of Taiwan, Hong Kong, Special working units

T and Macao Affairs of the Ministry of Com- pecis g unit

Ministries ) . for Taiwan affairs with-

merce; Department of Cultural Affairs in in the ministries

Hong Kong, Macao, and Taiwan of the Min-

istry of Culture (JMCHBHSILELA]\ T2 =27

WAL UL A AR E S S5 R])
ARATS Association for Relations Across the Taiwan Counterpart to Tai-

Straits (B BRI E, HHHE) wan’s SEF (JF5EE)

*Note: TAO stands for Taiwan Affairs Office of the State Council (PRC) = B} b5 115 A%, The counterpart is the
Mainland Affairs Council (MAC) = FZ: % — Dalu Weiyuanhui. Semi-official contacts in Taiwan are handled by the SEF -
Straits Exchange Foundation = #5556 and in China by the ARATS = Y51, 5 2B/ 1%/ Association for Relations
Across the Taiwan Straits.

Taiwan: MAC ([£7Z:%) — Policy, Strategy / SEF (##£8) — Talks & Agreements.
China: TAO (EI53%) — Policy, red lines / ARATS (1) — Talks & technical agreements, ISP = BRAZ o .
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c) Intelligence Gathering System (5 %45 2 5%)

TAO System
(ZIARH)

News System
(—jéﬁlaﬁﬁ/ \A)b)

Military
Intelligence
System
(HEIFARS)

National
Security
System

(B2 R 5%)

United Front
System

(FERR)

Consultative
and Research
System
GRS

)

TAO Research Institute, Research Center for Cross-Strait Relations,
research departments of local TAOs, Taiwan research departments
in various ministries

Official media outlets such as Xinhua News Agency (Hr#etl),
People's Daily (A H#R), CCTV (HHFE {1 =E), China News Service
(FEEr L), and China Review News (BTl L)

Intelligence Bureau of the Joint General Staff of the Central Military
Commission, Liaison Department of the Political Work Department,
6th Office of the Network Warfare Department of the Strategic Sup-
port Force (responsible for cyber forces)

Ministry of State Security (MSS) and its local branches at various
levels, Ministry of Public Security (MPS) and its local branches at
various levels

Central and local departments for united front work, united front
departments of various organizations and groups

Divided into official agencies, universities, and civilian think tanks,
such as the Institute for Taiwan Studies of the Chinese Academy of
Social Sciences, the Institute for Taiwan Studies of Xiamen Uni-
versity, the Institute for Taiwan Studies of Shanghai University, the
China Institutes of Contemporary International Relations (CICIR),
the Shanghai Institutes for International Studies, etc.
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d) System of Political Parties and Civil Society Organizations (F(## Bl R[4 2 47)

Taiwan-related parties, such as the Taiwan Democratic
Self-Government League (% %), the Kuomintang Revo-
lutionary Committee (F&25), etc.

Political Party System
(B RAT)

All-China Federation of Taiwan Compatriots (4= A] il
H#HE), Whampoa Military Academy Alumni Association (
I R [F]£2€r), China Council for the Promotion of Peace-
ful National Reunification (F1EIFI-F-4:—fE£ i), China Over-
seas Friendship Association (F1ZEif/N#i4% &), China Mazu
Culture Exchange Association (F3EQEH UL AT e, etc.

System of civil society
organizations (F[ftt:
S

. Associations of Taiwanese-invested enterprises in vari-
System of Taiwanese : , . iation. 2R RED. th
Businesspeople (27 ous regions (Talvyan Busmesg A.ssomatlor?, R E), the
Z4) National Federation of Associations of Taiwanese-Invested
AL Enterprises (45 M & 2 i s B 26T v &, 200

e) United Front System (%t5k 5%t)

3rd Bureau (Bureau for United Front Work in Hong Kong,
Macau, and Taiwan) of the United Front Work Department

Central (F120) of the Central Committee (A%t B A ML= 450 B TAE)R)

(H=5))
N United Front Work Departments at various local levels
Local (477) B BT
Political Consultative National Committee of the Chinese People's Political
Conference (CPPCC Consultative Conference (& BlE %), local Political Con-
system) sultative Conferences at various levels (0 7458% B 1)
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f) Military System (E5/7 £%%)

Central Military Intelligence Bureau of the Joint General Staff (&2
Commission (4 &% =), Liaison Bureau of the Political Work Department
HZ) BUR TR RS R)

Strategic Support 6th Bureau of the Department of Cyber Warfare

Force (BMESZH230FK) (R A S I EER R R 7S JR)

HE 5 5= P

; NEW STRUCTURE OF THE PLA SERVICES
== |
Four Maijor Services
A I Y —
rmy
Navy
Air Force

Rocket Force

Four Independent Branches
Military Aerospace Force
Cyberspace Force
Information Support Force
Joint Logistic Support Force

Source: Training material from an intelligence agency of the Republic of China (ROC) in Taiwan.

g) Propaganda System (F{# £ %%)

Central Leading Group for Propaganda and Ideological Work (A&
Central (F4) HTAERAE/NH), Propaganda Department of the Central Committee
(U EAEHE)

Local (1/7) Propaganda departments at various levels (5%-#% /&)

News agencies: Xinhua News Agency (#3E4]), China News Service
(HEGHRI+L); Newspapers: People's Daily (A [:H#), Hong Kong
Wen Wei Po (% SCRER), Ta Kung Pao (KA #), etc.; Radio: China
National Radio (4 A [ &% 56 %2), Voice of the Strait (s 2%
&), ete.

Official media
(B J7 15
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Television: China Central Television (CCTV), various provincial
and municipal satellite TV stations, etc.

Magazines: China Review (F'E{#F), Voice of Taiwan (Z7),
Cross-Strait Relations (Wi F#1R), etc.

Film: China Film Group Corporation (FF[E &5 35 F i A 1)), ete.

Publishers: Jiuzhou Press (JLJMH k), ete.

New Media

and Influencers  Methods of infiltration targeting Taiwanese youth and civil
(Self-Media) society groups (such as Xiaohongshu (/N4 &), Douyin (TikTok,
GIriss B FI  $l%), Weibo (1))

HSAEAL)

h) Taiwan-related work at the local level (promoting integrated development)

(T AL TAE, HEBRL &)

Strait West Coast Economic Zone (P 2 4851, Pingtan

Fujian Province (ff Comprehensive Pilot Zone (VE#%: & EHE# ), Kinmen-Xia-
) men Cross-Strait Integrated Development Demonstration

Zone (ST Rl A 7 &)

Shanghai Free Trade Zone (_ L H & 5 1), Taiwanese
Youth Entrepreneurship Parks in various provinces (#5415
1875 A 2E ), Taiwanese Compatriots’ Home (252 %)

Various Provinces (%
)

Note: The “Kansai Airport Incident” (V53525 {) refers to a controversy in September 2018 after Typhoon Jebi
paralyzed Kansai International Airport, leaving thousands of travelers stranded. Claims spread on social media that

the Chinese consulate had sent buses to evacuate Chinese citizens and only those Taiwanese travelers who identified
themselves as “Chinese.” This account later proved to be largely disinformation and sparked a political debate in Taiwan
about influence operations and “fake news.” Source: Central News Agency (CNA), “Yomiuri Reviews Kansai Airport
Incident: Taiwan Faces Fake News Crisis,” Oct. 6, 2018; and Taipei Times, “Chinese Kansai Evacuation Story ‘Fake News'”:
DPP,” Sept. 9, 2018. https://www.taipeitimes.com/News/taiwan/archives/2018/09/09/2003700087?utm_source=-
chatgpt.com. Accessed March 12, 2026, at 12:10 p.m.
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Chapter 7 — Analysis of Chinese Espionage
Activities. Have 5,000 or 100,000 Chinese
Agents Infiltrated Taiwan?

7.1. Definition and Distinction:
United Front vs. Espionage

To adequately assess the threat posed to
Taiwan by the People’s Republic of China
(PRC), a precise terminological distinction
between United Front work and traditional
espionage is essential. United Front work
is primarily aimed at influencing civil so-
ciety and ideological infiltration. Its range
of targets is broad and extends far beyond
the circle of those holding classified infor-
mation. Activities often take place in the
legal or semi-legal sphere—for example,
through cultural exchanges, religious pro-
grams, or economic cooperation.*?

In contrast, espionage is defined as a
covert, targeted activity explicitly aimed
at stealing state secrets or sabotaging
critical infrastructure. While the united
front openly promotes “identification,” es-
pionage operates in secret, using financial
incentives or blackmail and focusing on
individuals with access to classified infor-
mation and access to secret and confiden-
tial materials.**

However, there is a symbiotic relationship:
the united front often serves as a legal
cover network in which potential agents
are identified, vetted, and recruited. Espi-
onage thus utilizes the structures of the
united front as an operational precursor.*®

7.2. The Debate Over Quantifying
Infiltration

A central point of contention in Taiwan’s
national security debate is the actual
number of Chinese actors on the island.

a) The Baseline Estimate: 5,000 Agents

The figure of 5,000 agents is often regard-
ed by experts as a conservative lower limit.
As early as 2007, former Deputy Minister of
National Defense Lin Chung-pin (PfAit)
referred to this order of magnitude.“® Recent
analyses by former military intelligence
chief Liu Te-liang (Z1f% <) confirm that
this number must have been far exceeded.
These actors are deeply embedded in gov-
ernment agencies, private companies, and
civil society organizations.#” The National
Security Bureau supplements this perspec-
tive with internal data, according to which,
among other things, 1,332 PRC citizens re-
ported missing in Taiwan are factored into
potential risk assessments.*®

b) Historical Development
and Unreported Cases

As early as 2000, the then-deputy director
of the NSB, Han Kun (¥%£i), pointed out that
among the 540,000 annual visitors from
the PRC, at least 3,000 individuals held the
status of intelligence operatives.*
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Eighteen years later, it is estimated that
the number of infiltrated and “sleeper”
agents far exceeds 5,000. Since Chinese
intelligence services operate according to
the principle of isolated cells and double
coverage, it can be assumed that even the
adversary cannot provide an absolute total
figure.®°

c¢) Groups of Actors and Infiltration
Channels

Of the 159 individuals charged with espio-
nage since 2020, 60% are active or retired
military personnel (52 active-duty sol-
diers, 43 veterans).>' Particularly alarming
are successful infiltrations within the po-
litical landscape, extending to the imme-
diate vicinity of the highest state offices
(including former assistants to the Presi-
dent, Speaker of the Legislative Yuan, and
advisors to the Office of the President).5?
In addition to organized crime and shell
companies, “social gathering places” are
identified as primary channels where
contacts are initiated through financial
or sexual enticement.>?

7.3. Analysis of Cognitive Warfare:
The NSB Annual Report 2025

In addition to the physical presence of
agents, the latest annual report from the
National Security Bureau of the Republic
of China (ROC) in Taiwan (National Secu-
rity Bureau, "3 [R5 5% 42 =), herein-
after referred to as the NSB, documents

a massive expansion of cognitive warfare
against Taiwan. This January 2026 report
provides a detailed analysis of the People’s

Republic of China’s strategies in 2025.54

a) Strategic Objectives and Networks of
Actors

The NSB notes that the PRC specifically
employs cognitive operations to exploit
current events in Taiwan. The primary
objectives are to “exacerbate internal
divisions in Taiwan,” “weaken the Taiwan-
ese population’s will to resist the enemy,”
“influence the willingness of allies to
support Taiwan,” and “gain support for
China’s position” (identity politics).5®

This involves a highly coordinated system.
After narrative themes are established by
the party leadership, state and military sys-
tems mobilize a multitude of collaborating
organizations. These include specialized IT
companies, marketing firms, and so-called
“Internet Water Army Groups (457K Bi4E
[H),” which systematically spread disinfor-
mation.®¢

b) The Five Main Tactics of Cognitive
Manipulation

During the reporting period, the NSB identi-
fied five key tactics used by the PRC to
manipulate the Taiwanese public:

1. Data-driven analysis of social dy-
namics: The MSS and the Cyberspace
Administration of China (CAC) use big
data to identify trends and vulnerabil-
ities in Taiwanese society. The goal is
to tailor narrative themes so precisely
that they generate maximum reso-
nance and division.*’
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2. Multi-channel infiltration: Disinforma-
tion is disseminated across a variety
of platforms, with PRC state media,
social networks, and local platforms in
Taiwan being utilized simultaneously
to create an apparent consistency in
the narratives.>®

3. Al-powered scaling: Through the use
of artificial intelligence, content (text,
videos, deepfakes) is produced in mas-
sive quantities. In 2025 alone, the NSB
identified over 4 million suspicious
posts that fell into the disinformation
category.*®

4. Use of local influencers: The PRC
utilizes collaborative organizations
and opinion leaders within Taiwan to
“localize” narratives and make them
appear more credible.

5. Timing and event-hopping: Current cri-
ses or political debates in Taiwan are
seized upon within hours to reinter-
pret them in line with the PRC'’s inter-
ests and destabilize public discourse.®°

7.4. Response Mechanisms and
International Cooperation

The NSB has responded to this threat
with an integrated reporting and response
system. Over 3,200 critical disinformation

campaigns were reported directly to the
relevant government agencies in 2025 to
enable real-time countermeasures. A key
component of the defense is collaboration
with civil society fact-checkers and plat-
form operators to flag or remove manipu-
lative content.®

The international dimension deserves
special mention. According to the NSB,
Taiwan serves as a “frontline state”
against cognitive warfare. Consequently,
over 80 security dialogues and intelli-
gence conferences were held with inter-
national partners (including the U.S., the
EU, and Australia) in 2025. The goal is to
build a “democratic network” to jointly
combat information manipulation by
totalitarian regimes.5?

7.5. The Economics of Espionage
and Conclusion

Intelligence operations are extremely
cost-effective compared to conventional
warfare. While China’s budget for this
has grown massively, Taiwan’s budget

is under pressure from public demands
for transparency.®® According to the NSB
effective defense therefore requires a
hybrid strategy that prioritizes the pro-
tection of physical institutions, the mon-
itoring of united front structures, and the
defense of the digital information space
in equal measure.
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Chapter 8 — Religious Infiltration and
the “Iron Triangle” — The Instrumentalization
of Mazu Worship and Organized Crime

8.1. The United Front and the “Soft
Power” of the Sea Goddess

Chinese united front work (%t {45 T
E) places particular emphasis on Tai-
wan'’s cultural and religious identity. The
National Security Bureau (B% %4> J5) and
international observers note an increasing
instrumentalization of the sea goddess
Mazu (if518), the island’s most popular de-
ity. The Chinese Communist Party (CCP)
uses the veneration of Mazu as “soft pow-
er” to construct a shared cultural identity
across the Taiwan Strait and thus subtly
undermine Taiwan’s democratic foun-
dations.%* Religious practice is thus rein-
terpreted as a political tool that presents
“reunification” (4%—) as the natural conse-
quence of a shared tradition.

8.2. The “Iron Triangle”:
Temples, Gangs, and the CCP

Infiltration occurs through a complex
network referred to in expert circles as the
“Iron Triangle” (£ —f). This consists of
cooperation between Taiwanese gangs
(organized crime, 41 4%IL5E), local Mazu
temples, and the CCP’s United Front Work
Department.®® This alliance enables Bei-
jing to exert influence down into the deep-
est local structures of Taiwanese society,
which are often difficult for state security
agencies to access.

8.3. The Role of Organized Crime:
The Bamboo Union

The “Bamboo Union” (T1Hi#), one of
Taiwan’s most powerful criminal organiza-
tions with close ties to the mainland, plays
a central role in this network. Gangs often
act as intermediaries for the United Front.
They infiltrate temple boards and use their
social authority to spread political narra-
tives or support pro-China candidates at
the local level.®® The connection between
crime and religion offers Beijing an ideal
platform for covert operations (Fi}%47 )
under the guise of faith.

8.4. Institutional Hijacking: The
Case of the Dajia Jenn Lann Temple

A prominent example of this form of
institutional influence is the Dajia Jenn
Lann Temple CKHEER ). By controlling
influential religious institutions, the United
Front can shape the discourse during the
major Mazu pilgrimages, which mobilize
millions of people. These events are used
to promote cross-strait exchange pro-
grams in which Taiwanese believers on the
mainland are deliberately exposed to politi-
cal messages from the CCP.¢”
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8.5. The “Taiwan Mazu Fellowship
Association” as a Network

To systematize this infiltration, organiza-
tions such as the Mazu Fellowship were
established. These associations serve as
a formal structure for religious exchange
but function de facto as channels for Unit-
ed Front work. They facilitate coordination
between hundreds of temples in Taiwan
and their “mother temples” in China (par-
ticularly in Meizhou), thereby establishing
a permanent flow of influence.%®

8.6. Financial Dependencies and
Money Laundering

The infiltration of religious organizations
also offers opportunities to circumvent
financial controls. Since temples in Taiwan
often have access to substantial, some-
times opaque, donations, they can serve
as channels for “black money” from China.
This money is used to finance political
activities or to bribe local officials, with
the gangs’ criminal networks handling the
money laundering.®®

8.7. The Tianjin Binhai Mazu
Cultural Park

On the Chinese side, monumental projects
such as the “Tianjin Binhai Mazu Cultural
Park” CR¥EHEIHIEHX1L) are being built to
portray Taiwan as a religious periphery of
China. These centers serve as backdrops
for political forums to which Taiwanese
temple leaders and local politicians are
invited. The goal is to cultivate a loyal elite
within the Taiwanese religious community
that represents Beijing’s interests.”

8.8. Threat to the Substance of
Democracy

The danger of this “religious infiltration” lies
in its subtlety. Since religious freedom is a
cherished value in Taiwanese democracy,
government authorities often hesitate to in-
tervene in temple affairs. This creates a safe
space in which the United Front can carry
out its activities largely unhindered. The
report warns that the “instrumental use of
Mazu” will, in the long term, alter public per-
ception in such a way that Taiwan'’s political
autonomy appears as an unnatural deviation
from cultural unity.”!

8.9. Security Implications

The connection between gangs and tem-
ples poses a hybrid threat. In the event of

a conflict, these networks could be used to
incite social unrest, carry out acts of sabo-
tage, or hinder mobilization. Even in peace-
time, the criminal structures of the Bamboo
Union provide Beijing with a “fifth column”
that can be activated at any time to carry
out destabilizing actions.”?

8.10. Summary: The Need for
a Holistic Defense

In summary, the defense against Chinese
infiltration must not end with the surveillance
of the military and government. The example
of Mazu worship shows that Taiwan’s nation-
al security is inextricably linked to the resil-
ience of its civil society and the transparency
of its religious institutions. An effective strat-
egy must therefore include raising awareness
about the “Iron Triangle” and strengthening
the independence of local temples against
criminal and political influence.”
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Chapter 9 — The Political Turn of 2025:
President Lai's Security Agenda and
the New Wave of Legislation

9.1. From Restraint to a Defensive
Democracy

For a long time, it seemed as though the
Taiwanese government was not confront-
ing the hybrid threats posed by the Peo-
ple’s Republic of China ({2 A FE3L:ANE)
with the necessary resolve. Critics such as
former intelligence chief Liu Te-liang (%
%K) pointed out that treason was some-
times punished more leniently than simple
theft, and that the number of espionage
cases was rising sharply. Existing laws,
such as the Anti-Infiltration Act (2 12i%
%), were considered too narrowly defined
to counter modern influence operations
carried out through front companies and
online networks. This changed fundamen-
tally in 2025, when the government under
President Lai Ching-te declared national
security a top priority.”*

9.2. The President’s Speech as a
Milestone (March 13, 2025)

Following a meeting of the high-level
National Security Council (%24 €
%), President Lai delivered a keynote
address that is regarded as a strategic
milestone for the defense of Taiwanese
democracy. In it, he addressed “spiritual
and psychological warfare” as a central
threat to the state’s survival.

a) China Uses “Spiritual and Psychologi-
cal Warfare”

Lai issued a stark warning about how Chi-
nese state media uses narratives to stir up
internal opposition in Taiwan. These mes-
sages are rapidly disseminated through
specific channels, with individuals literally
making careers out of producing “United
Front” content. The goal is to spread the
message that democracy is useless and to
foster skepticism toward the U.S. and Tai-
wan’'s own military in order to sow division
and opposition.

b) Incorporating international expertise
on “psychological warfare”

To underscore the scientific and strate-
gic dimensions of this threat, President
Lai quoted the military expert Kerry K.
Gershaneck:

“...renowned strategic scholar Kerry K. Ger-
shaneck stated that China plans to divide
and conquer us through subversion, infiltra-
tion, and the acquisition of media outlets,
as well as by launching media warfare,
psychological warfare, and legal warfare.
What they are trying to do is sow seeds of
discord in our society..."

Lai thus directly incorporated the concept
of psychological warfare into the national
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context: China is attempting to weaken
society from within and sow the seeds of
discord through coordinated media and
information strategies.

c) China as a “Foreign Hostile Force”

The speech represents a legal U-turn
because it marks the first time a Taiwan-
ese government official has referred to
China as a hostile power:

“By its actions, China already meets the
definition of a ‘foreign hostile force’ as pro-
vided in the Anti-Infiltration Act. We have
no choice but to take even more proactive
measures... It is time we adopt proper
preventive measures, enhance our demo-
cratic-resilience and national security, and
protect our cherished free and democratic
way of life.”

This designation as a “foreign hostile
actor” created the necessary legal basis
for intensified countermeasures in the
areas of counter-influence and informa-
tion security.

d) Detailed Description of Infiltration
Tactics

In his analysis, President Lai cited several
concrete examples to illustrate the extent
of Chinese infiltration:

 Military subversion: Targeted influ-
ence operations or recruitment of
active and former military personnel
to raise questions of loyalty and
conduct espionage.

+ Media infiltration: Systematic in-
fluence on media outlets, political
commentators, artists, and influential
social groups.

« Propaganda networks: The use of
Chinese state media in combination
with “co-opted” local actors to massi-
vely disseminate divisive information.

* ldentity-based manipulation: The use
of economic and social inducements
aimed at confusing the national iden-
tity of Taiwanese people and fostering
a creeping acceptance of Beijing's
positions.

9.3. Appeal to the Population
and Civil Resilience

As aresult, Lai called on the entire pop-
ulation to become part of the national
defense. He appealed to citizens:

 To significantly strengthen their own
media literacy in order to recognize
disinformation

« To actively engage in civic participa-
tion and information awareness

+ To promptly expose coordinated
influence or propaganda campaigns

« Strictly avoid activities that could
harm national interests

This underscores Lai’s view that cognitive
resilience is an integral part of modern
national defense.
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9.4. The Opposition’s Response:
Criticism and Obstruction

The announced tightening of security laws
sparked fierce resistance. The Kuomintang
(KMT) under Eric Chu (% 37ff#) and the
Taiwan People’s Party (TPP, &8 i
accused the government of fostering an
“atmosphere of fear” to stigmatize political
opponents.

These tensions led to a deep parliamenta-
ry crisis:

« Boycott of security briefings: In June
2025, Eric Chu and Huang Kuo-chang
(#Z[# E) declined invitations to nation-
al security briefings at the Office of
the President, arguing that the closed-
door format lacked transparency.

+ Budget blockade: The opposition used
its majority in the Legislative Yuan (57
#£P¢) to block key defense budgets and
special budgets aimed at strengthe-
ning resilience in the procedural com-
mittee.

9.5. The Legislative Offensive
(September 2025)

Despite the resistance, Lai stepped up the
pace in the fall. On September 12, 2025, he
announced a massive wave of legislation.
Based on 17 national security strategies,
over a hundred legislative amendments
are to be introduced.

In doing so, Lai defined the “Four Key
Elements for Protecting Taiwan” (~Fi#5

IR EER):

1. Cultural Identity (CU{tEEIH]): Strength-
ening national self-confidence against
Beijing’s narratives.

2. Democratic institutions (3 #441):
Safeguarding political processes
against manipulation.

3. Economic strength (Z¥E 77): Uti-
lizing technological capabilities as a
protective barrier and strengthening
industry through special budgets.

4. Sound social systems (fa&44! €l
J&): Stable institutions as a bulwark
against China’s authoritarian model.

9.6. Conclusion

The year 2025 marks Taiwan's transition
to a “defensive democracy.” Through his
speech in March and the subsequent wave
of legislation, President Lai has made it
clear that cognitive and psychological
warfare are treated as existential threats.
While the government is closing legal
loopholes, internal political division—ex-
acerbated by the opposition’s obstruc-
tionist stance—remains the greatest
challenge to the implementation of this
new security architecture.

Note: All quotations in this chapter are
taken from President Lai’s speech.
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Chapter 10 — Strategic Paralysis:
The “Fifth Column” and the Erosion
of Parliamentary Stability

10.1. The Artificial Crisis

President Lai Ching-te’s speech seemed
to come at just the right time, as the rifts
in Taiwanese society have increased
alarmingly this year. What may appear

on the surface to be a lively democratic
discourse turns out, upon closer analysis,
to be a coordinated strategy of destabili-
zation. The goal of this “Fifth Column” is
no longer merely traditional espionage, but
the institutional paralysis of the state from
within.”s

10.2. The Parliamentary Blockade:
Defense in the Crosshairs

A central arena for this destabilization

is the Legislative Yuan (:7.%:F5). Since
President Lai took office, the opposition—
comprising the Kuomintang (505 % -
KMT) and the Taiwan People’s Party (51
R % - TPP)—has used its majority not
to engage in constructive lawmaking, but
to systematically block national security
interests. This is particularly evident in the
special defense budget of 1.25 trillion NTS.
While the government is pursuing a com-
prehensive strategy for asymmetric war-
fare, the opposition is persistently blocking
this budget in the Rules Committee.’®

The TPP, under its caucus leader Huang
Kuo-chang, instead introduced its own

draft, which, however, according to experts
at the Ministry of National Defense, is
strategically flawed and deliberately omits
essential elements of U.S. cooperation—
such as software for tactical networks and
spare parts for helicopters.”” This selec-
tive budgeting jeopardizes the sustaina-
bility of Taiwan's combat readiness and
hinders joint operations with allies.

10.3. The Role of the KMT
and Willy Lam'’s Analysis

Critics see this behavior as direct manipu-
lation by Beijing. Renowned China expert
Willy Lam (#£#0157) offers a stark assess-
ment of the situation. Lam states: “The
KMT is no longer viewed by Beijing mere-
ly as a political partner, but as a faction
whose leadership is de facto under the
financial and ideological control of the
Chinese Communist Party (‘1[4 ).
There is a widespread view that the KMT
has essentially been ‘bought’ to politically
neutralize Taiwan from within.” Speaking
at an event before the Taiwan Foreign
Correspondents’ Club (TFCC), the former
China editor of the South China Morn-
ing Post said: “A large part of the KMT
appears to already be controlled by the
CCP.”" The KMT is thus increasingly act-
ing as an extension of a power that seeks
a defenseless Taiwan by weakening the
nation’s defense capabilities at precisely
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the moment when external threats are
escalating dramatically.

10.4. Radicalization in Person-

nel Policy: Cheng Li-wun and Han
Kuo-yu

The KMT'’s personnel reshuffle under-
scores this change of course. The new
chairwoman, Cheng Li-wun (Z$fE30),

has also caused a stir with decidedly
pro-China narratives that increasingly call
Taiwan's sovereignty into question. This
course is flanked by Parliament Speaker
Han Kuo-yu (F¥%[E{%7), who has already
sparked controversy in the past due to his
closeness to representatives of the Bei-
jing Liaison Office in Hong Kong. Under
their leadership, the KMT has evolved from
a statesmanlike opposition into a force
that physically and procedurally blocks the
legislature to prevent constitutional deci-
sions—such as the appointment of new
Supreme Court justices.”

10.5. Personnel Infiltration: The
Case of Lee Chen-hsiu and the
“Zhongpai”

In addition to the political sphere, social
infiltration is coming into focus. A firstin
Taiwanese parliamentary history is the
TPP’s attempt to bring Lee Chen-hsiu (&
#75), a person born in China who has not
officially renounced his citizenship of the
People’s Republic, into parliament.”® This
raises significant constitutional questions,
as the law prohibits individuals with dual
citizenship from holding high public office.

This personnel matter is part of the phe-
nomenon known as “Zhongpei” (i) —
Chinese wives of Taiwanese citizens,
some of whom are deliberately exploited as
agents of influence. In early 2025, several
“red bloggers” who were spreading pro-Chi-
na propaganda from Taiwan were deport-
ed.8 The KMT'’s prompt criticism of these
deportations illustrates just how much

the opposition is already functioning as a
shield for Beijing’s influence operations.

10.6. The United Front Network:
The Jamestown Analysis

The latest report by the Jamestown Foun-
dation on the activities of the United Front
confirms this finding. Beijing has intensi-
fied its efforts not only to co-opt elites but
also to influence Taiwanese civil society
directly through social media and migrant
networks.?' The strategy aims to under-
mine the government'’s ability to govern
by creating “chaos from within,” so that
military intervention would encounter less
resistance in the event of an emergency.

10.7. Conclusion

The synergy of parliamentary deadlock,
obstruction of the judiciary, and person-
nel infiltration points to a master plan
devised in Beijing. Taiwan faces not only
an external military threat but also an ex-
istential test of its democratic institutions,
which is being consistently driven forward
by internal actors—aided by a “bought”
opposition.82
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Chapter 11 — The “Japan Crisis” —
Geopolitical Escalation and Cognitive

Synchronization

11.1. The “Taiwan Incident”
as an Existential Crisis

In late 2025, the Communist Party of
China massively expanded its arsenal of
hybrid warfare to target Japan. The trig-
ger was a statement by Japanese Prime
Minister Sanae Takaichi (= -8 during
a session of the House of Representatives
on November 7, 2025. Takaichi officially
designated a potential “incident in Tai-
wan” (5184 2F) as an “existential crisis
situation” ({737 /&5 RE) for Japan.s?

Beijing's reaction was immediate and un-
usually sharp. The (then) Chinese Consul
General in Osaka, Xue Jian (§%£i), posted
a “decapitating” remark on Twitter that
caused worldwide outrage and brought
diplomatic relations to a low point.®

Note: Xue wrote: “HARFL{E H A MU M, 5% N 0
Bk . YR E T 7. The correct translation is
as follows: “Those filthy heads that dare to intrude with-
out permission should be cut off without hesitation. Are
you prepared for the consequences?”

11.2. Hybrid Threats: The Multi-
dimensional Escalation

Starting in mid-November 2025, the CCP
launched a coordinated campaign that
went far beyond verbal threats and encom-
passed cognitive, diplomatic, military, and
economic dimensions:8®

+ Propaganda offensive: State-run me-
dia outlets such as the Global Times (
BREREFEY) and the Taiwan Affairs Office
(B P E 5 3iE %) published a
series of statements that culminated in
an editorial in the People’s Daily (A X
H#). The editorial made it clear that
Takaichi’s “provocative transgression”
would not be tolerated under any cir-
cumstances.?¢

« Economic and military pressure:
Beijing issued travel warnings for
Japan, announced naval exercises
in the Yellow Sea, and completely
halted imports of Japanese seafood
on November 19.%7

« Symbolic politics and “panda diplom-
acy”: Even the cooperation regarding
the giant pandas at Ueno Zoo was
exploited. The Chinese media decla-
red the early return of the animals in
December 2025 to be the end of an
era, as Japan had repeatedly crossed
“red lines."®

11.3. Cognitive Synchronization:
The Alliance of Narratives

According to the Taiwan Information
Environment Research Center (IORG), a
particularly concerning development in
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2025 was the increasing synchronization
of narratives between the CCP and the
Taiwanese opposition parties, the Kuo-
mintang and the Taiwan People’s Party.®°

Within the Chinese-language information
space, these actors jointly shaped an alter-
native worldview:

1. Historical Stigmatization: The three
parties deliberately emphasized Ja-
pan’s connection to its wartime histo-
ry and used terms such as “militarism”
(FEEF5%), “far-right,” and “warmon-
gering” (5355 BLR) to discredit Prime
Minister Takaichi and the alliance with
Taiwan.?°

2. The “Destruction of Taiwan” Narrative:
In a striking division of labor, Japan
was positioned as an “aggressor” and
“disturber of peace.” The KMT criti-
cized Japan'’s alleged “pandering” to
the U.S., while TPP spokespeople sug-
gested that Japan's stance was merely
directed by Washington.®!

3. Undermining sovereignty: Prominent
KMT figures supported Beijing's false
premise that the Taiwan Strait is pure-
ly an “internal matter” of China. State-
ments by Ma Ying-jeou (f55%7J1), Hung
Hsiu-chu (#t55++), and Representative
Kao Chin-su-mei (54 Zf6)—such as
that the Taiwan Strait “is none of the

Japanese’s business”—de facto under-
mined the Republic of China’s interna-
tional position.*?

11.4. Defamation of the Lai Admin-
istration

In parallel with the attack on Japan, the
CCP and the Taiwanese opposition co-
ordinated a smear campaign against
President Lai Ching-te. Lai was accused
of behaving “submissively” toward Japan
(J§H) and cultivating “colonial ties” to
advance independence. The CCP used
vulgar metaphors such as “wagging
one’s tail to show loyalty,” while Taiwan-
ese politicians like Su Ching-chuan (fki&
%) claimed that Japan’s military inaction
during Chinese maneuvers proved the
unreliability of its allies.*®

11.5. Conclusion

Events at the end of 2025 show that Bei-
jing’s cognitive warfare no longer stops

at national borders. The targeted de-
struction of the image of allies such as
Japan through information manipulation,
coupled with the Taiwanese opposition’s
adoption of these narratives, is weaken-
ing the democratic alliance from within.
The IORG warns that this “toxic content”
is flooding public forums and undermining
the foundations of Taiwanese democracy
as well as trust between partners.®*
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Chapter 12 - Specific Espionage Cases
and Their Criminal Consequences

12.1. The Judiciary in the Fight
Against Infiltration (2025-2026)

The year 2025 marked a turning point

in Taiwanese legal history regarding the
prosecution of espionage and subversive
activities. Faced with a massive increase
in investigations—according to security
authorities, case numbers had been ris-
ing steadily since 2022—the government
under President Lai Ching-te responded
by tightening judicial practices. A central
feature of this period is the end of the era
of “lenient sentences” and the consistent
application of the reformed “National Se-
curity Act.” Due to the high involvement of
military personnel in espionage cases (ap-
prox. 66%), efforts to reestablish special
military courts are also being pursued.®®

12.2. Final Convictions (Spies and
Collaborators)

This section lists the cases in which

the Taiwanese judiciary (particularly the
Supreme Court) handed down final judg-
ments in 2025 or early 2026:

* The case of the “Rehabilitation Alli-
ance Party” (January 2026): Chairman
Qu Hongyi (E7:%%) was sentenced
to 10 years in prison by the Supreme
Court in the final instance. He had
recruited retired officers on behalf of

the PLA to form an “internal force” and
transmit strategic coordinates (inclu-
ding those from the AIT). Six other ca-
dres received prison sentences ranging
from 3.5 to 8.5 years.%®

Military espionage in the presidenti-
al security sector (March/December
2025): On December 5, 2025, the Su-
preme Court upheld the prison sen-
tences against three former military
personnel from the “Presidential Office
Security Unit.” The sentences of up to
7 years in prison for passing on sensi-
tive information are thus final.*’

The Shih Chun-cheng Case (August
2025): On August 21, 2025, the Sup-
reme Court upheld the verdict against
former Air Force officer Shih Chun-
cheng (475 F2). He was sentenced to
2 years and 2 months in prison for
violating the National Security Act.*®

The former DPP officials’ cell (Sep-
tember 2025): Four former DPP emp-
loyees were convicted of espionage.
They passed travel itineraries of go-
vernment leaders on to Beijing. Huang
Chu-jung (FHZE) received the maxi-
mum sentence of 10 years in prison;
his accomplices were sentenced to
terms ranging from 4 to 8 years.*®
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« The Diabolo Coach Case (June 2025):
Lu Chi-hsien (54C%) was sentenced
to 10 years and 6 months in prison.

He had built an extensive network that
specifically recruited military and coast
guard officers.'0°

« The CUPP Activities (March 2025):
Three members of the pro-Beijing Chi-
nese Unification Promotion Party were
convicted of illegally recruiting military
personnel for Chinese interests. Their
prison sentences became final over the
course of the year.’”

12.3. Ongoing Charges and
Suspected Espionage Cases
(as of March 2026)

« The Ting Hsiao-hu network (Novem-
ber 2025): Charges against seven
individuals, including Chinese citizen
Ting Hsiao-hu (J7)J%). He is alleged to
have established a network under the
guise of business trips that paid over
11 million NTS in bribes to active and
retired officers (including Wang Wen-
hao and Tan Chun-ming).'°?

« Air Force Infiltration (March 2025):
Judicial authorities announced char-
ges against two active-duty Air Force
officers accused of passing military
secrets to China.’®

« Case of Reserve Officer “You” (No-
vember 2025): Charges against a
reserve captain suspected of selling
military secrets to Chinese authorities
via Telegram.’*

« Peng Shun-fu (ZJIEE), March 2026: A
former employee of Taiwan's National
Security Bureau (NSB) was definitively
sentenced to four years in prison by
Taiwan’s Supreme Court on March 11,
2026.

« Suspicions against media representa-
tives: Arrest of a journalist suspected
of acting as an intermediary to bribe
military personnel into disclosing clas-
sified information.'%®

12.4. Summary Analysis
of the Legal Basis

Judicial and prosecutorial practices in
2025 are primarily based on the following
legal pillars:

1. National Security Act (51544 7%):
The core instrument against the devel-
opment of hostile organizations and
espionage.’’¢

2. Classified National Security Informa-
tion Protection Act (B Z (R #15):
Specifically for the betrayal of state
secrets by public officials.’"”

3. Anti-Infiltration Act (21217 7%): Ap-
plied in cases of illegal political influ-
ence through foreign funds.’®®

4. Criminal Code of the Armed Forces (
A 2s IR %) Stricter penalties for
active or former soldiers who betray
military secrets.'%®
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Chapter 13 — Strategic Recommendations:
The Defensible Republic

13.1. Introduction: Taiwan as
the “Canary in the Coal Mine”

This study highlights a fundamental
reality of security policy: The Republic
of China (Taiwan) is today far more than
a technological epicenter of the global
microchip industry. Rather, the self-gov-
erned nation appears to be serving as

a primary laboratory for a new, sinister
form of 21st-century warfare.

On “llha Formosa,” Beijing is testing how
a well-established democracy can be
brought to implode from within through
systemic infiltration, digital subversion,
and psychological attrition. Anyone who
underestimates this conflict as an isolated
regional problem in the Western Pacific
fails to recognize the global implications of
China’s infiltration strategy. According to
security experts, the campaign by the Peo-
ple’s Republic of China’s intelligence servic-
es is directed against the very foundations
of those states that Beijing perceives as
the “Western model of democracy.”

In this context, Taiwan acts as a geopoliti-
cal “canary in the coal mine.” Just as birds
in mines once provided early warning of
odorless, deadly gases, the intensity of
Chinese operations against Taipei signals
the harbingers of a global threat. The
methods tested here—ranging from the
exploitation of economic dependencies to

cognitive warfare and the covert infiltra-
tion of spies and collaborators—serve as
blueprints for future operations in Europe
and North America.

For the Western community of values, Tai-
wan therefore offers not only a strategic
early warning system but also an indispen-
sable source of insights into the workings
of modern hybrid influence operations.
The following recommendations therefore
address the government in Taipei as well
as European security agencies and politi-
cal institutions.

13.2. Paradigm Shift in Criminal
Law: From Procedure to Resilience

The defense of open society must not
end in legal paralysis. Democracies face
the structural problem that their inherent
openness is exploited by authoritarian ac-
tors as an operational vulnerability. Beijing
deliberately exploits this weakness: under
the shield of liberal fundamental rights,
the “fifth column” is deployed to abolish
that very freedom.

To counter this existential threat, Taiwan
must complete the transition from a pure-
ly procedural rule of law to a consistent,
robust legal order. It is an absurdity in
terms of security policy when treason and
espionage are punished more leniently in
judicial practice than ordinary property
crimes.
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Particularly serious cases require draco-
nian penalties—such as the disclosure

of strategic defense plans or the active
sabotage of national defense capabilities.
To serve as an effective deterrent against
high-ranking collaborators in the military
and administration, these offenses should
be punishable by life imprisonment even
in peacetime. Incidentally, in the People’s
Republic of China itself, serious cases of
treason and high treason can also be pun-
ished by the death penalty.

In parallel, robust emergency legislation
modeled on international standards is
required, such as that found in the German
Basic Law. Should the legislature become
incapacitated due to targeted obstruction or
the influence of foreign powers, the execu-
tive branch must be temporarily authorized
to make central security policy decisions by
decree. A state that loses its ability to act in
the face of infiltration brings about its own
downfall (Popper’s Paradox).

The alleged dismantling of the NSB’s
agent network in China—"HUMINT" (Hu-
man Intelligence), spies on the ground—
during President Ma Ying-jeou'’s (2008-
2016) term in office was a serious mistake.

13.3. Physical Security and Op-
erational Lessons: The Case of
Puma Shen

The threat posed by Chinese intelligence
and security services has long since
moved beyond the realm of cognitive ma-
nipulation and manifests itself in physical
violence. The case study of renowned

DPP politician and leading candidate for
the office of Taipei Mayor Puma Shen (I
{H¥F) illustrates this escalation.’ Shen,

a prominent expert on cognitive warfare,
is not only exposed to physical attacks

in parliament by forces that effectively
act as an extension of Beijing, but has
also become the target of a highly com-
plex assassination plot. The fact that the
National Security Bureau (NSB) was only
able to intervene at the last second, when
a supposed specialist in protective equip-
ment—in reality an agent of Chinese state
security—gained direct access to Shen's
private quarters, reveals glaring gaps in
security screening.

This incident must serve as a wake-up
call for a radical reform of personal se-
curity and the vetting process. There is a
need for a thorough clearance of all ser-
vice providers and individuals who have
access to decision-makers. The ease with
which agents can infiltrate under the guise
of “specialists” is evidence of a dangerous
operational naivety that can be fatal in an
environment of widespread infiltration.

13.4. Society-wide Defense and
Asymmetric Resilience

Military deterrence against the PRC re-
mains indispensable, but it is incomplete
without societal resilience. The presence
of over 1,000 U.S. military advisors is an
important signal of support, but it must
not lead to strategic passivity. Taiwan's
civil society should prepare for the sce-
nario of a protracted asymmetric conflict.
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The population must be comprehensively
prepared for the reality of guerrilla war-
fare and civil resistance. This includes the
decentralization of defense structures and
psychological mobilization: Every citizen
should be aware that the country is infiltrat-
ed by agents—in religious organizations,
business associations, and social net-
works. At the same time, the financial flows
of religious organizations, elected officials,
and Taiwanese businesspeople from the
PRC must be monitored without exception.
Vigilance against infiltration attempts must
also be enshrined as a national civic duty.
Only a society that is prepared to actively
defend every inch of ground and every in-
stitution will make the costs of aggression
incalculable for Beijing.

13.5. The Cognitive Firewall:
Education and Media as Defen-
sive Weapons

The fight against infiltration begins in the
minds of the people. Attempts at infil-
tration fail where an informed public pits
historical truth against ideological manipu-
lation. The education system must there-
fore be understood as a strategic defen-
sive weapon. It is essential to embed the
history of the Chinese Communist Party
in its full, unvarnished brutality into the
curriculum.

Schoolchildren and students must be
better informed about the crimes of the
regime in mainland China—from the Great
Leap Forward and the Cultural Revolution
through the Tiananmen Square massa-
cre to the current oppression in Tibet,

Xinjiang, and Hong Kong. Only those who
understand the nature of totalitarian rule
in Beijing are immune to the promises of
United Front propaganda. Furthermore,
civil resistance and crisis management
should become part of school education
to strengthen societal self-organization
under pressure.

At the same time, the media landscape
must undergo a critical review. Freedom of
the press must not be abused as a license
for cognitive sabotage. Journalists, media
outlets, and social media influencers who
demonstrably act as multipliers of exter-
nally controlled disinformation must be
held personally and institutionally liable.

Democracy is all too often misunderstood
in Taiwan as freedom without limits. Anal-
ogous to the ban on Nazi propaganda,
re-engagement in Nazi activities, and
Holocaust denial in Germany and Austria,
the legislative package regarding the pro-
motion of the CCP or incitement to wage a
war of aggression against Taiwan should
finally be passed by the Legislative Yuan.

The relationship between Germany and
Austria, clouded by the crimes of the Third
Reich, is often humorously described as
follows: “What divides us is our common
language.” This is even more true for
Taiwan and China. The bond of belonging
to the Sino-Confucian cultural sphere is
torn apart by vastly divergent social con-
cepts—here a vibrant democracy, there
the constitutionally enshrined “dictator-
ship of the proletariat.”
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The shared language opens the flood-
gates to media manipulation and misin-
formation. Children and young people in
particular must be protected from this. A
ban on TikTok, which originated in China,
and other highly manipulative, even toxic
social networks—similar to the ban in
Australia—would be extremely helpful in
curbing Beijing's cognitive warfare.

13.6. Parliamentary Integrity
and the “Fifth Column”

Taiwan has one of the most vibrant de-
mocracies in Asia. This political vitality is a
strength—but it can become a weakness if
parliamentary procedures are deliberately
sabotaged.

Parliaments must not be a circus. The
Legislative Yuan must be restored as a
place of national dignity and sovereignty.
The transformation of parliament into a
venue for populist show fights and phys-
ical violence plays directly into the PRC’s
narrative of discrediting democracy as a
chaotic and doomed model.

Actors within political parties such as the
KMT or TPP, whose actions systematically
advance Beijing’s strategic interests, must
undergo a thorough security screening. In
cases of proven collaboration or funding by
United Front bodies, the loss of parliamen-
tary seats, the revocation of immunity, and
criminal prosecution should be possible.
Anyone who blocks parliamentary work
through deliberate obstruction on behalf of
a hostile power has no place in the peo-
ple’s representative body.

Travel by elected officials to China must
be prohibited until Beijing has signed a
non-aggression pact with the ROC. In light
of the espionage war that China is waging
against Taiwan at all levels, this should
also apply to representatives of municipal
councils and local authorities.

13.7. International Intelligence Alli-
ance and European Responsibility

Defending against modern espionage is a
transnational task. Taiwan possesses in-
sights into the methods of Chinese intelli-
gence services that are unique worldwide.
This knowledge is a strategic asset. There-
fore, European services should adopt the
following:

1. Strategic Exchange: Cooperation with
agencies such as the foreign intelli-
gence service of the Federal Republic
of Germany (BND), the German Feder-
al Office for the Protection of the Con-
stitution (BfV), the Federal Criminal
Police Office (BKA), the CIA, and the
British MI6, etc., should be massively
intensified. Taiwan must not be left
out as a “senior partner” in the field
of China expertise. In return, Europe
should provide Taiwan with techno-
logical support for cyber defense and
the protection of critical infrastructure.
Why, moreover, do European agencies
not utilize Taiwanese experts to pene-
trate hostile Chinese networks within
their own countries?
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2. Canary Monitoring: European states
should use the infiltration patterns
in Taiwan as a benchmark to identify
their own “fifth columns” in domestic
parliaments at an early stage. Anyone
who wants to understand how Beijing
exerts influence in Berlin or Brussels
must study the operations in Taipei.

13.8. The Post-Xi Jinping Era.
Diplomatic Creativity Versus
Confrontation.

Despite the need for firmness, Taiwan
must demonstrate strategic foresight
and keep the door open for a future
beyond the Xi Jinping era. A wise strate-
gy combines a resolute defense posture
with keeping diplomatic options open. In
the long term, a political vision should
be developed that offers a democratic
alternative to authoritarian narratives.
The “one country, two systems” mod-

el has proven unworkable. What befell
Hong Kong in 1997 after its “return to
the motherland” was nothing but a loss
of freedom. Even less does the auton-
omous status of Tibet, Xinjiang, or In-
ner Mongolia in a communist People’s
Republic serve as an attractive promise
of a future for the 23.5 million Taiwanese,
who are accustomed to democracy.

But Germany and Austria could serve as a
model. Why can'’t two states with the same
language and culture, despite an eventful
and at times painful history, live peace-
fully side by side as close relatives, yet

in separate homes? In civilized societies,

one does not immediately threaten one’s
cousin with death and destruction simply
because he has moved two houses down.

Another conceivable model would be a
loose, confederal arrangement within a
community of Chinese states. Taiwan
could make the signing of a peace or
non-aggression pact with the PRC a
precondition for resuming bilateral talks—
backed by a binding mutual defense pact
from Washington and democratic Asian
neighboring states. No one benefits from
the disruption or even the destruction of
Taiwan’s microchip manufacturing sites.
And let us not forget that the PRC has
always maintained full diplomatic relations
with both German states, even though
Beijing consistently asserts the One-China
principle for itself.

De-escalation through the internationaliza-
tion of the conflict could also be a further
step. For example, through talks at the UN
headquarters in Vienna under international
observation. The admission of Taiwan into
the UN or other international organiza-
tions as “Taiwan,” following the model of
the Soviet Union, could serve as a prece-
dent. Although the USSR had “only” one
vote on the UN Security Council, Ukraine
and Belarus were each represented by
their own seat in the UN General Assem-
bly.

Such considerations may seem utopian
today, but they offer a strategic perspec-
tive that points beyond the mere status
quo. They signal to the international com-
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munity that Taiwan is not seeking con-
frontation, but rather a stable order based
on freedom and democratic self-deter-
mination. Xi Jinping may now appear like
an all-powerful emperor on the Dragon
Throne, but even in Moscow and Beijing,
history has at times turned virtually over-
night. And Taiwan’s government would be
well advised to have plans in the drawer
that extend beyond a single legislative
term and have lasting social relevance.

13.9. Final Assessment

Taiwan'’s defense hinges on its ability to
identify internal enemies and strengthen
national resilience. Only a resilient democ-
racy that is prepared to fight its enemies
with the necessary resolve while simulta-
neously formulating a clear vision for the
future will be able to withstand the PRC'’s
total infiltration. Taiwan is the bulwark

of freedom in Asia—if this bulwark falls,
freedom worldwide will be at stake.
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Glossary

Table 1-1:

1992 Consensus

AAAB Model

Active Measures

Anti-Infiltration
Act

APT41 (Barium)

ARATS

Base 311

BlackTech

Central Military
Commission
(CMC)

1992-Konsens

AAAB-Modell

Aktive MalRnah-
men

Anti-Infiltrations-
gesetz

APT41

Vereinigung fir
die Beziehungen
Uber die Taiwan-
stralle

Basis 311

BlackTech

Zentrale Mil-
itar- kommission
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Political formula regarding
“One China” that the PRC de-
mands as the basis for talks.

Stages of influence:
Abroad, Adversaries,
Attack, Benefits.

Disinformation, sabotage,
and influence operations
aimed at destabilizing the
adversary.

Taiwanese law designed to
prevent political influence
by the PRC.

High-caliber Chinese
hacking group; specializes
in espionage and supply
chain attacks.

Association for Relations
Across the Taiwan Strait
(PRC counterpart to the
SEF).

PLA Center for the “Three
Wars” (psychological,
media, and legal warfare)
in Fuzhou.

Chinese APT group that
primarily targets Taiwan
and Japan (technology/
government).

Highest military leadership
body of the CCP under Xi
Jinping.



Cognitive
Warfare

Comprehensive
National Security
Concept

Counter-
Espionage Law

Critical
Infrastructure

Cyber Espionage

Deepfake

Dual-use
technology

Economic
Coercion

FIMI

Gray Zone
Operations

Humint
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Kognitive
Kriegsfiihrung

Gesamtheitlich-
es Sicherheit-
skonzept

Spionagea-
bwehrgesetz

Kritische Infra-
struktur

Cyberspionage

Deepfake

Guter mit dop-
peltem Verwend-
ungs- zweck

Wirtschaftlicher
Zwang

Informationsma-
nipulation

Grauzonen-
Operationen

Menschliche
Aufklarung

TR

AL REN

[ B v it

FERANES

TR

B B @B
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SN I B
T
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Manipulation of thought
through cyber operations
and psychological subver-
sion.

Xi Jinping’s doctrine, which
integrates security in the
economic, ideological, and
technological spheres.

Law of the PRC for the legal
prosecution of “suspicious”
foreign activities.

Sectors such as energy and
water; the main target of
Volt Typhoon.

Theft of data and intellec-
tual property by state-spon-
sored hacking units.

Al-generated audio or video
manipulation intended to
deceive the public.

Civilian technologies that
can be used for military
purposes (a target of
Chinese acquisition).

Use of trade embargoes
or boycotts for political
blackmail.

Foreign Information Ma-
nipulation and Interference
(EU term for interference).

Military and civilian pressure
just below the threshold of
open war.

Traditional espionage
conducted by agents and
informants on the ground.



Hybrid Warfare

Information Sup-
port Force (ISF)

Lawfare / Legal
Warfare

MAC

Ministry of
Public Security
(MPS)

Ministry of State
Security (MSS)

MJIB

National Intelli-
gence Law

NSB

NSC

PLA
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Hybride
Kriegsfiihrung

Informations-
unterstitzungs-
truppe

Rechtliche
Kriegsfiihrung

Rat fir Festlands-
angelegenheiten

Ministerium
fur offentliche
Sicherheit

Ministerium fir
Staatssicherheit

Investigativ-Buro
(Taiwan)

Nationales
Geheimdienst-
gesetz

Nationales
Sicherheitsbiiro
(Taiwan)

Nationaler Sicher-

heitsrat (Taiwan)

Volksbefreiungs-
armee

Policy Paper | Page 77

TREH

RESCHHRIK

A

H

>
vy
o

i
X
o
1y
_BWH-

A combination of military,
digital, and economic means
of combat.

A branch of the PLA newly
established in April 2024
for networked warfare.

Use of laws (e.g., Anti-Se-
cession Law) to legitimize
violence.

Mainland Affairs Council:
Taiwanese government
agency responsible for
China policy.

PRC Ministry of Public
Security; responsible for
domestic intelligence and
social control.

China'’s primary foreign
intelligence service (similar
to the CIA/BND).

Taiwanese counterintelli-
gence agency under the
Ministry of Justice.

Law (2017) that can compel
Chinese citizens to cooper-
ate in espionage. Implemen-
tation is controversial.

Taiwan's central intelli-
gence agency for foreign
intelligence.

Strategic advisory body to
the Taiwanese president.

The armed forces of the
People's Republic of China
(under the command of the
CCP).



Psychological
Warfare

Public Opinion
Warfare

Red Brigade

Salami slicing

SEF

Sharp Power

Strategic Sup-
port Force (SSF)

Supply Chain
Attack

TAO

Teke

Three Warfares

Transnational
Repression
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Psychologische
Kriegsfiihrung

Medienkrieg-
fihrung

Rote Brigade

Salami-Taktik

Stiftung fur
Austausch
(Taiwan)

Sharp Power

Strategische
Unterstitzungs-
truppe

Lieferketten-
Angriff

Biiro fir Taiwan-
Angelegenheiten

Spezialabteilung
der KPCh

Drei
Kriegfiihrungen

Transnationale
Repression
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A strategy to undermine
the fighting spirit and
morale of the population.

The battle for dominance
in public opinion on social
media and in the press.

Historical predecessor of
the MSS (Zhongyang Teke);
responsible for assassina-
tions.

A method of permanent-
ly shifting the status quo
through many small steps.

Straits Exchange Founda-
tion: Taiwan’s semi-official
negotiating body.

The manipulative exercise of
power through censorship
and disinformation abroad.

Former PLA unit for cyber,
space, and electronic
warfare.

Infiltration of malware
via legitimate updates
(a specialty of APT41).

PRC government agency
responsible for operational
Taiwan policy.

Abbreviation for Zhongyang
Teke; the CCP’s first intelli-
gence apparatus.

PLA doctrine: psychological,
media, and legal warfare.

Global surveillance and
intimidation of Chinese
dissidents.
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Arbeitsabteilung et Office 9f the CC.)P Centr_al
UFWD Einheitsfront ST 4 Committee for influencing
non-communist groups.

Network for co-opting elites
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United Front Einheitsfront H—BIAR A TR RE STaies

PRC hacker collective
Volt Typhoon Volt Typhoon PRA G dedicated to sabotaging
critical U.S. infrastructure.

Aggressive diplomatic
style of the PRC to defend
national interests.

Wolf Warrior Wolfskrieger- -~
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Current Overview of Leadership Roles in

the PRC's Intelligence and Security Services
(as of March 2026)

Table 11-1: Chronology of Ministers of State Security (MSS)

Ling Yun BE 1983-1985
Jia Chunwang RN 1985-1998
Xu Yongyue Eii 1998-2007
Geng Huichang B E 2007-2016
Chen Wenging SRS 2016-2022
Chen Yixin [BR—3# since 2022

Source: Mattis, P. / Brazil, M. (2019): Chinese Communist Espionage. Supplemented by current appointment decrees of
the National People’s Congress through 2026.1"

Table l1-2: Current Vice Ministers of the MSS (as of 2026)

I T S

Yuan Yikun YN US Analysis (formerly Yuan Peng)
Shi Haoyong Pap=T S Operations Management

Tang Dai JEAS Administration & Planning

Nie Furu s A AN Political Discipline (Former MPS)

Source: Joske, A. (2022/2025): Spies and Lies. Updated by China Leadership Monitor 2026.12
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Table 11-3: Leadership Roles in the Intelligence Community

I R N N

Minister Chen Yixin R
MPS Minister Wang Xiaohong F/hit
ISF Commander Bi Yi HK
UFWD Director Li Ganjie it

Source: IISS Military Balance 2025/2026. The SSF was reorganized into the Information Support Force (ISF) in April
2024. Bl

Table l1-4: The New Structure of Military Intelligence (as of 2026)

ISF (Information S BB Coordination of in-  Central hub for data
Support Force) R formation systems  flows

440 2SR Cyber Warfare & Key player in cyber

b Foree SIGINT Operations  espionage

TR Space Reconnais- Strategic Long-Range

Aerospace Force .
P sance (IMINT) Reconnaissance

Source: IISS Military Balance 2026 & Ministry of National Defense Briefing. 14!

Table 11-5: Command Structure of the Military Intelligence Branches

Commander of the ISF Bi Yi B
Political Commissar, ISF Li Wei A5
Head of Cyberspace Force Classified —

Source: China Leadership Monitor (Spring 2026) & Saunders, P. C. et al. (2025). 18!

Bibliography for Table I-1 to II-5:

[1] Mattis, P. / Brazil, M. (2019/2024): Chinese Communist Espionage. Naval Institute Press.
[2] Joske, A. (2022): Spies and Lies. Hardie Grant.

[3] 11ISS: The Military Balance 2026. Oxford University Press.

[4] CSIS (2026): Mapping China'’s Intelligence Infrastructure.

[5] Saunders, P. C. et al. (2025): The PLA Beyond the 20th Party Congress. NDU Press.
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